UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

MEMORANDUM OPINION

I'hese matters are before the Foreign Intellipence Surveillance Court (“FISC™ or “Court™)
an: (1) the “Government’s Ex Parte Submission of Reanthorization Certification and Related
Procedures, Ex Parte Submission of Amended Certifications, and Request for an Order

Approving Such Certification and Amended Certifications™ for DNIAG T02(g) Certifications
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_,, which was filed on April 20, 2011; (2) the “Government’s Ex Parte

Submission of Reauthorization Certification and Related Procedures, Ex Parte Submission of
Amended Certifications, and Request for an Order Approving Such Certification and Amended
Certifications™ for DNIAG 702(g) Certifications ||| G - ich
wag filed on April 22, 2011; and (3) the *Government’s Ex Parte Submission of Reauthonzation
Certification and Related Procedures, Ex Parte Submission of Amended Certifications, and
Request for an Order Approving Such Certification and Amended Centifications™ for DNIFAG
702(g) Certifications ||| | | | GG i s also filed on April 22,
2011

Through these submissions, the government seeks approval of the acquisition of certain
telephone and Intemnet communications pursuant to Section 702 of the Foreign Intellipence
Surveillance Act ("FISA” or the "Act”), SO ULS.C, § 18814, which requires judicial review for
compliance with both statutory and constitutional requirements, For the reasons set forth below,
the government’s requests for approval are granted in part and denied in part. The Court
concludes that one aspect of the proposed collection — the “upstream collection™ of Intemet
transselions containing multiple communications — is, in some respects, deficient on statutory

and constitutional grounds.

! For ease of reference, the Court will refer to these three filings collectively as the “April
2011 Subhmissions.”™
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AL The Cerifications and Amendmenis

The April 2011 Submissions include DNIAG 702(g) Em'tificalinn_
_~ all of which were exccuted by the Attorney

General and the Director of Mational Intelligence (“DNI™) pursuant to Section 702, [

previous cerlifications have been submitted by the government and approved by the Court

Dockets™). Each of the April 2011 Submissions also includes supporting affidavits by the
Director or Acting Director of the National Security Agency (“NSA™), the Director of the Federal
Bureau of Investigation (“FBI™), and the Director of the Central Intefligence Agency (“CIA™);
twio sets of targeting procedures, for use by NSA and FBI respectively; and three sets of
minimization procedures, for use by NSA, FBI, and CIA, respectively.?

Like the acquisitions approved by the Court in the eight Prior 702 Dockets, collection

* The targeting and minimization procedures accompanying Certiﬂ::al.iun- are
identical to those ucunmpanying* As discussed
below, the NSA targeting procedures and FBI minimization procedures accompanying
Cmiﬁcaliunsm also are identical to the NSA targeting procedures
and FBI minimization procedures that were submitted by the government and approved by the
Court for use in connection with Certifications — The FBI targeting
procedures and the NSA and CIA minimization procedures that accompany the April 2011
Submissions differ in several respeets from the corresponding procedures that were submitied by
the government and approved by the Court in connection with Certifications ||| | G
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under Certifications [5G i it © “the targeting of non-United

States persons reasonably believed to be located outside the United States.” Certification -

The April 2011 Submiszsions also include amendments to certifications that have been
submitted by the government and approved by the Court in the Prior 702 Dockets. The
amendments, which have been authorized by the Altorney General and the DN, provide that

information collected under the certifications in the Prior 702 Dockets will, effective upon the

Court’s approval of Cenifications ||| | | . -: ondled subject to the same
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revized NSA and CIA minimization procedures that have been submitted for use in connection
with Certiications [
"

B. The Mav 2 “Clarification™ Letter

On May 2, 2011, the government filed with the Court a letter pursuant to FISC Rule 13(a)
titled “Clanfication of National Security Agency’s Upstream Collection Pursuant to Section 702
of FISA™ ("May 2 Letter™). The May 2 Letter dizsclosed to the Court for the first time that NSA's
“upgtream collection™ of Internet communications includes the acquisition of entire
ey
- According to the May 2 Letter, such transactions may contain data that is wholly
unrelated to the tasked selector, including the full content of discrete communications that are not
to, from, or about the facility tasked for collection, See id, at 2-3. The letter noted that NSA
wse | s (e
“the person from whom it seeks to obtain foreign intellipence information is located overseas,”
but suggested that the povernment might lack confidence in the efTectiveness of such measures as

applied to Interne! transactions. See id, al 3 (citalion omitted).

? The term “upstream collection” refers to NSA’s interception of Intemet
communications as they transit
, rather than to acquisitions directly from Internet service providers such as

* The concept of “Internet transactions™ is discussed more fally below. See infra, pages
27-41 and note 23,
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C. Ihe Government’s First Motion for Extensions of Time

On May 3, 2011, the government filed a mofion seeking to extend until July 22, 2011, the
30-day periods in which the Court must otherwise complete its review of E:ﬂ{ﬁcﬂtinus-
B o e amendments o the certifications in the Prior 702 Dockets. See
Motion for an Order Extending Time Limit Pursuant to 50 ULS.C. § 1881a(j)(2) at 1 (“May
Motion™). The period for FISC review of Certification || | S NG
I o thcn st to expire on May 20, 2011, and the period for

review of the other pending certifications and amendments was set to expire on May 22, 2011,
Id. at6.°

The government noted in the May Motion that its efforts 1o address the issues raised in
the May 2 Letter were still ongoing and that it intended to “supplement the record . . . ina
manner that will aid the Court in its review™ of the certifications and amendments and in making
the determinations required under Section 702, [d, at 7. According to the May Motion, however,
the govermment would “not be in a position to supplement the record until after the statutory time
limits for such review have expired.” [d. The government further asserted that granting the

reguested extension of time would be consistent with national security, because, by operation of

* 50 ULS.C. § 1881a(id | WB) requires the Court to complete its review of the certification
and accompanying targeling and minimization procedures and 1ssue an order under subsection
188 1a{1}3) not later than 30 days after the date on which the certification and procedures are
submitted. Pursuant to subsection | 881a(ii(1)(C), the same time limit applies to review of an
amended certification or amended procedures. Howewver, 50 U.8.C, § 1881a(j}2) permits the
Court, by onder for reasons stated, to extend “as necessary for good cause in a manner consistent
with national security,” the time limit for the Court to complete its review and issue an order

under Section 1BRlali}(3).

TOr SECRETHOOMHNTYORCONNOFORN—
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statute, the government’s acquisition of foreign intelligence information under Certifications
I o continue pending completion of the Court's review. See id,
at 9-10,

On May 9, 2011, the Court entered orders granting the government’s May Motion. Based
upon the representations in the motion, the Court found that there was good cause to extend the
time limit for its review of the certifications to July 22, 2011, and that the extensions were
consistent with national security, May 9, 2011 Orders at 4,

D.  The Mav 9 Brefing Order

Because it appeared to the Court that the acquisitions described in the May 2 Letter
execeded the scope of collection previously disclosed by the government and approved by the
Court, and might, in part, fall outside the scope of Section 702, the Court issued a Briefing Order
on May 9, 2011 (*Briefing Order™), in which it directed the government to answer a number of
questions in writing. Briefing Order at 3-5. On June 1, 2011, the United States filed the
*Govemment's Response to the Court’s Briefing Order of May 9, 2011 (*June 1 Submission™).
After reviewing the June 1 Submission, the Court, through its staff, directed the government to
angswer a number of follow-up guestions. On June 28, 2011, the government submitted its
writfen responses to the Court's follow-up questions in the "Government’s Response to the
Court's Follow-Up Questions of June 17, 20117 (*June 28 Submission™).

E. The Government’s Second Motion for Extensions of Time

The Court met with senior officials of the Department of Justice on July 8, 2011, to
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discuss the information provided by the government in the June 1 and June 28 Submissions.
During the meeting, the Cournt informed the government that it still had serious concems
regarding NSA's acquisition of Internet fransactions and, in particular, whether the Court could
make the findings necessary to approve the acquisition of such transactions pursuant 1o Section
T02. The Court also noted 115 willingness to entertain any additional filings that the government
might choose to make in an effort to address those concerns.

On July 14, 2011, the government filed a motion secking additional sixty-day extensions
of the periods in which the Court must complete its review of DNIYAG 702{g) Certifications
—, and the amendments to the certifications in the Prior 702 Dockets.
Motion for Orders Extending Time Limits Pursuant to 50 U.S.C. § 1881a({}2) (“July Motion™).®

In its July Motion, the government indicated that it was in the process of compiling
additional information regarding the nature and scope of NSA’s upstream collection, and that it
was “examining whether enhancements to NSA's systems or processes could be made to further
ensure that information acquired through NSA's upstream collection is handled in accordance
with the requirements of the Act.”™ [d. at 8. Because additional time would be needed to
supplement the record, however, the govermment represented that a 60-day extension would be
necessary, ld. at 8, 11. The povernment argued that granting the request for an additional

extension of time would be consistent with national security, because, by operation ol statule, the

" As discussed above, by operation of the Court’s order of May 9, 2011, pursuant to 50
LL8.C. & 188 1ali)(2), the Court was required to complete its review of, and issue orders under 50
ULE.C.§ 1881a(i)3) concerning, DNIFAG T02(g) Certification
and the amendments to the certifications in the Prior 702 Dockets, by July 22, 2011, 1d, at 6.
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government’s acquisition of foreign intelligenee information under Centifications [5Gz
- ¢ continue pending completion of the Court’s review. Id. at 9-10.

On July 14, 2011, the Court entered orders granting the government’s motion. Based
upon the representations in the motion, the Court found that there was good cause to extend the
time limit for its review of the certifications to September 20, 2011, and that the extensions were

consistent with national security, July 14, 2001 Orders at 4,

F. The August 16 and August 30 Submissions

On August 16, 2011, the government filed a supplement to the June 1 and June 28
Submissions (“August 16 Submission”™). In the August 16 Submission, the government
described the resulis of “a manual review by [NSA] of a statistically representative sample of the
nature and scope of the Intermet communications acquired through NSA's . | | Section 702
upsiream collection during a six-month period.” Notice of Filing of Aug. 16 Submission at 2.
Following a meeting between the Court staff and representatives of the Departrnent of Justice on
August 22, 2011, the government submitted & further fling on August 30, 2011 (“August 30
Submission™).

(3. The Hearing and the Governunent’s Final Written Submission

Following review of the August 30 Submission, the Court held a hearing on September 7,
2011, to ask additional guestions of NSA and the Department of Justice regarding the

government’s statistical analysis and the implications of that analysis. The government made its
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final written submissions on September 9, 2011, and September 13, 2011 (“September 9
Submission™ and “September 13 Submission,” respectively).

H. The Final Extension of Time

On September 14, 2011, the Court entered orders further extending the deadling for its
completion of the review of the certifications and amendmenis filed as part of the April
Submissions. The Court explained that “|g|iven the complexity of the issues presented in these
matiers coupled with the Court’s need to fully analyze the supplemental information provided by
the govemment in recent filings, the last of which was submitted to the Court on September 13,

2011, the Court will not be able to complate its review of, and issue orders . , , concerning [the
certifications and amendments) by September 20, 2011." |

I (1o Court further explained that although it had originally

intended to extend the deadline by only one week, the government had advised the Court that

“for technical reasons, such a brief extension would compromise the government's ability to

ensure a searnless transition from one Certification to the next.” _
I A ccordingly, the Court extended the deadline 1o October 10,
201 .

vy ]
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I REVIEWOF CERTIFICATIONS [

The Court must review a certification submitted pursuant 1o Section 702 of FISA “lo

determine whether [1t] contains all the required elements.™ 50 US.C. § 1881a(ii(2)(A). The

Court’s examination of Certifications ||| | GG co:firms that:

(1) the certifications have been made under oath by the Attomey General and the DN, as

required by 50 U.S.C. § 188 1a(g)(1)(A), see Certification || N
e

(2) the certifications contam each of the attestations required by 50 U.S.C.

§ 1881a(p)(2)(A), see Certification [ GG
- ]

a

(3) as required by 50 LLS.C. § 18B1algi2KB), each of the certifications is accompanied
by the applicable tarpeting procedures’ and minimization procedures;”

(4) each of the certifications is supported by the affidavils of appropriate nationzl security
officials, as described in 50 UL5.C. § 1881alg)(2WC);”" and

{5) each of the certifications includes an effective date for the authorization in compliance

" See April 2011 Submissions, NSA Targeting Procedures and FBI Targeting Procedures
(attached to Certification: [ EG_——

' Bee Aprl 2011 Submissions, NSA Minimization Procedures, FBI Minimization
Procedures, and CIA Minimization Procedures (attached to Certifications ||| | |GG

! See April 2011 Submissions, Affidavits of John C. Inglis, Acting Director, NSA
(ettached to Certifications ; Affidavit of Gen. Keith B, Alexander,
1.8, Army, Director, NSA (attached to Certification . Affidavits of Robert 8.
Mueller, 111, Director, FBI {attached to Certifications :
Affidavits of Leon E. Paneita, Director, CIA
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with SOUS.C. § 1881a(@)2)D), see Certification [
- 1%
The Court thetefore finds (hai li'.r:riiﬁ-:a[in_

I ortzin all the reguired elements. 50 US.C. § 1881a{i)(2)A).

1L REVIEW OF THE AMENDMENTS TO THE CERTIFICATIONS IN THE PRIOR
DOCKETS.,

Under the judicial review procedures that apply to amendments by virtue of Section
188 1a(i)(1)}C), the Court must review each of the amended certifications “to determine whether
the certification comtmns all the required elements™ S0 US.C. § 188 1aii2HA) The Court has
previously determined that the certifications in each of the Prior 702 Dockets, as originally
submitied to the Court and previously amended, contained all the required elements,'' Like the
prior certifications and amendments, the amendments now before the Courl were executed under
oath by the Attormey General and the DN, as required by 50 U.8.C. § 18BIa(g)(1)(A), and

submitted to the Courl within the time allowed under 50 TLS.C. § 1881a(i){1NC). Sce

"* The statement described in 50 U.S.C. § 1881a(g)(2)(E) is not required in this case
because there has been no “exipent circumstances™ determination under Section 138 1a{c)(2).

11

Page 12


hudsjen
Line

hudsjen
Line


Certificatior Y ...
to Section 1881a(g){2) ANii), the latest amendments include the attestations of the Attomney
General and the DNI that the accompanying NSA and ClA minimization procedures meel the
statutory definition of minimization procedures, are consistent with the requirements of the
Fourth Amendment, and will be submitted to the Court for approval, Certificationlj N

I e latest amendments also

include effective dates that comply with 50 U.S.C. § 188 1a(pi2KD) and § 1881a(i)(1).
Cenification ||| | | T ! oihcr aspects
of the certifications in the Prior 702 Dockets — including the further attestations made therein in
accordance with & 1881 a(g)(2)(A), the NSA targeting procedures and FBI minimization
procedures submitted therewith in accordance with § 188 1a(g)(2)(B),"” and the affidavits
executed in support thereof in accordance with § 1881a(gh2)C) — are unaltered by the latest
amendments.

In light of the foregoing, the Court finds that the certifications in the Prior 702 Dockets,

as amended, each contain all the reguired elements. 50 U.S.C. § 1881a(i2HA).

" The amendments to the certifications in the Prior 702 Dockets were approved by the
Aftorney General on Apal 11, 2011, and by the DINT on April 13, 2011, See Cerification

W Of course, targeting under the certifications filed in the Prior 702 Dockets will no
longer be permitted following the Court's issuance of an order on Certifications || | |GTcTcTGcIN
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JOP SECBRETUCOMIN TAORECNNOFORN—

I, BN O P TARGEPINGT AN MINTMEAATT IO PROCERDURL S

The Courl 15 required to revivw (e largeting and mimirniceglion precedures to determine
whether they ure conasionl willy fhe reguirermenis o 5 ULSCL 6 T8R1al 1) wndd (e)(1), See
SO0 d 18%1aiT){ 2B and (C); sec also SO TLEC & 188101V LS (prowiding that amcnded
procedores magsl be reviveed under the some standand), Seetion TS a0 1Y provides thal the
largefing procedures st be “reaconably desipned” to “enswe that any acquisition anthorized
wnder [the ceriiicalion] is Umited 1o wreeling persons reasonable believed fo be locatod oulside
the United States” and to " prevent the inteontional acguisition of any communication as w which
the sender snd all micnded recipicns we knoven a1 the Gme of te segquiziion lo be located in Lhe
Hnied Sintes.” Section TRE1aiew 1) requires that the minimization procedures “meel, the
definition of manumizstion procedures wder [50 T80 §u] 18G1Th) or 1821045 .. " Most
nalubly, that delinilion requites “spec lie procedires, which shall be adapied by 1he Atlarney
treneral, that are veasonably designed wn light of fhe purposc s lechnijue of the particular
[survcillance o physical scarch], to minimise the acquizilion and reention, snd probibil (e
disserminulion, ol nonpublicly aqnlable informotion concerning aneonsentiog Uil Stoies
persens consistent wilh the need of The Lonited Slales Lo oblath, progducs, ind disscninale loccipn
el igence information.™ 50 LS. §5 1801 (h) & 1821(4}. Finally, the Cour must detcrmime
whether the lwegeling and minimizalisn procedures are consisient with the requinaents ol (e

Fourth Amendment. S0 1TLS.C 8 1881 agin A

*age |4


hudsjen
Line

hudsjen
Line


A, The Effect of the Government'z Dizclosures Reparding WSA s Acquisition of
Internet Transactions on the Cowrt’s Review of the Targeting and Minimization
Procedures

The Court’s review of the targeting and minimization procedures submitted with the
April 2011 Submissions is complicated by the government’s recent revelation that NSAs
acquisition of Internet communications through its upstream collection under Section 702 is
accomplished by acquiring Internet “transactions,” which may contain a single, discrete
communication, or multiple discrete communications, including communications that are neither
ta, from, nor about targeted facilibes, June 1 Submission at 1-2. That revelation fundamentally
alters the Court’s understanding of the scope of the collection conducted pursuant to Section 702
and requires careful reexamination of many of the assessments and presumplions underying its
prior approvals.

In the first Section 702 docket, ||| GG 1 covernment disclosed that
its Section 702 collection would include both telephone and Internet communications.
According to the government, the acquisition of telephonic communications would be limited 1o
*toffrom" communications — 1.g,, communications to or from a tasked facility. The povernmemt
explained, however, that the Intemet communications acguired would include both to'from
communications and “about” communications - Le.. communications confaining a reference to
the name of the tasked uccount. See G
Based upon the government's descriptions of the proposed collection, the Court understood that
the acguisition of Internet communications under Section 702 would be limited to discrete
“foffrom™ communications between or among individual account users and to “about™
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communications falling wil.hlt- specific categories that had been first described 1o the Court
i prior procecdings.
e |
B Dcciaration of Director of NSA at 20-22, The Court’s analysis and ultimate
approval of the targeting and minimization procedures in Docket Hl::n,- and in the
atheffJj Prior 702 Dockets, depended upon the government’s representations regarding the
scope of the collection, In conducting its review and granting those approvals, the Court did not
take into account NSA™s acquisition of [ntemet transactions, which now materially and

fundamentally alters the statutory and constitutional analysis."

" The Court is troubled that the government’s revelations regarding NSA”s acquisition
of Internet transactions mark the third instance in less than three vears in which the government
has disclosed a substantial misrcpresentation regarding the scope of & major collection program.

In March, 2009, the Court concluded that its authorization of NSA's bulk acquisition of
telephone call detail records from ||| i ihc so-called “big business
records™ matter “hald) been premised on a flawed depiction of how the NSA uses [the acguired]
metadata,” and that *[tThis misperception by the FISC existed from the inception of its authorized
collection in May 2006, buttressed by repeated inaccurate statements made in the government’s
submiszions, and despite a government-devised and Court-mandated oversight regime.” Dockel
Mo, BR (8-13, March 2, 2009 Order at 10-11. Contrary to the government's repeated
assurances, NSA had been routinely running queries of the metadata using querying terms that
did not meet the required standard for guerying, The Court concluded that this requirement had
been “so frequently and systemically violated that it can fairly be said that this critical element of
the overall . . . regime has never functioned cifectively.”™ Id.

Shortly thereafier, the government made a similar disclosure regarding WSA's bulk
acquisition of metadata regarding Internet communications in the so-called “big pen register”
matter. In [ the sovernment reported that, from the time of the initial Court
authorzation in 2004, NSA had been continually collecting various forms of data falling outside
the scope of the Court’s orders, and that **[v]irtually every PR/TT record” generated by this

rogram included some data that had not been authorized for collection.” Docket Mo, PRSTT -
_ Mem. Op. at 20-21. This long-running and systemic overcollection had
(continued,..)
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The government’s submissions make clear not only that NSA has been acquiring Internet
transactions since before the Court’s approval of the first Section 702 certification in 2008, but
also that NSA seeks to continue the collection of Infernet transactions, Because NSA's
acquisition of Internet transactions presents difficult questions, the Court will conduct its review
in two stages. Consistent with the approach it has followed in past reviews of Section 702
certifications and amendments, the Court will first consider the tarpeting and minimization
procedures as applied to the acquisition of communications other than Internet ransactions — g,
to the diserete communications between or among the users of telephone and Internet

communications facilities that are to or from a facility tasked for collection,” The Court will

¥ __continued)
occurred despite the government's repeated assurances over the course of nearly -}"EEIIS that
authorizations granted by docket number
PRTT and previous docket numbers only collect, or collected, aunthorized metadata.™ Id.
at 20. The overcollection was not detected by NSA until after an “end-to-end review™ of the
PRTT metadata program that had been completed by the agency on August 11, 2009, [d,

* The government's revelations regarding the scope of NSA's upstream collection
implicate 50 LLS.C. § 1809(a), which makes it a crime (1) to “engage(] in electronic surveillance
under color of law except as authorized™ by statute or (2) to “disclose[] or use[] information
obtained under color of law by electronie surveillance, knowing or having reason to know that
the information was obtained through electronic surveillance not authorized™ by statute. See
{concluding that Section
180%(a)(2) precluded the Court from approving the government’s proposed use of, among other
things, certain data acquired by NSA without statutory authority through its “upstream
collection™). The Count will address Section 1809(2) and related issues in a separate order.

" As noted, the Court previously authorized the acquisition -;:rf. categories of “about”
communications. The Court now understands that all “about™ communications are acquired by
means of NSA's acquisition of Internet transactions throegh 118 upstream collection, Sog June 1

Submission at 1-2, ggg also Sept. 7, 2011 Hearing Tr. at 76, Accordingly, the Court considers the
{continued...)
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then assess the effect of the recent disclosures regarding NS A's collection of Internet transactions
on its ability to make the findings necessary to approve the certifications and the NSA targeting
and minimization procedures,'”

B. The Unmodified Procedures

The government represents that the NSA targeting procedures and the FBI minimization
procedures filed with the April 2011 Submissions are identicsl to the corresponding procedures
that were submitted to the Court in Docket Nos. ||| GG
The Court has reviewed each of these sets of procedures and conlinmed that is the case. In fact,

the NSA targeting procedures and FBI minimization procedures now before the Court are copies

% ..continued)
atepories of “about” communications to be a subset of the Intermnet transactions that NSA
acquires. The Court’s discussion of the manner in which the government proposes to apply ils
targeting and minimization procedures to Intémet transactions generally also applies to the
categories of “about” communications. Seg infra, pages 41-79,

"7 The FBI and the CLA do not receive unminimized communications that have been
acquired through NSA™s upstream collection of Internet communications, Sept. 7, 2011 Hearing
Tr. at 61-62. Accordingly, the dizcussion of Intemet transactions that appears below does not
affect the Court’s conclusions that the FBI targeting procedures, the CIA minimization
procedures, and the FBI minimization procedures meet the statutory and constitutional
requirements.

W See Government's Ex Parte Submission of Reauthorization Certification and Related
Procedures, Ex Parte Submission of Amended Certifications, and Request for an Order
Approving Such Certification and Amended Certifications for DNIPAG T02(g) Certifications
: Government's Ex Parte Submission of Reauthorization
Certification and Related Procedures, Ex Parte Submizsion of Amended Certifications. and

Reguest for an Order Approving Such Certification and Amended Certifications for DNI/AG
7020c) Certitiation: S <1 E Pare
Submission of Reauthorization Certification and Related Procedures, Ex Parte Submission of

Amended Certifications, and Request for an Order Approving Such Certification and Amended
Certifications for DNIAG 702(g) Certifications
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of the procedures that were initially filed on July 2%, 2009, in Docket No. _'“ The
Court found in those prior dockets that the targeting and minimization procedures were

consistent with the requirements of 30 UU.8.C. § 188 la{d)-{e) and with the Fourth Amendment.

See Docket No. [

- [he Court is prepared to renew its past findings that the NSA targeting procedures
{as applied to forms of to/from communications that have previously been described to the
Court) and the FBI minimization procedures are consistent with the requirements of 50 UL.S.C. §
1881a(d)-(e) and with the Fourth Amendment.™

L The Amended Procedurss

As noted above, the FBI targeting procedures and the NSA and CIA minimization
procedures submitted with the April 2011 Submissions differ in a number of respects from the
corresponding procedures that were submitted by the government and approved by the Court in
connection with Certifications ||| | | S S ©-: !ic roasons that follow, the
Court finds that, as applied to the previously authorized collection of discrete communications to

or from a tasked facility, the amended FBI targeting procedures and the amended NSA and CIA

i Eniics of those same procedures were also submitted in Docket Nos. ||| G

T The Court notes that the FBI minimization procedures are nol “set forth in a clear and
self-conlained manner, without resort to cross-referencing,” as required by FISC Rule 12, which
became effective on November I, 2010, The Court expects that future submissions by the
government will comport with this requirement,
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minimization procedures are consistent with (he reguirements of 530 ULS.C, § 1881a(d)-{e) and
with the Fourth Amendment.

1. The Amended FBI Targeting Procedures

The povernment has made three changes 1o the FBI targeting procedures, all of which

involve Section 1.4, That provizion requires the I'-BL_

The new language proposed by the government would allow the FBI to _
B
B (o covernment has advised the Court that this change was prompted
by the fact thot
e .
the current proceduras require the FBI [[1_. The change is intended to
climinate the requirement of ||| G

The second change, reflected in subparagraph (a) of Section L4, would allow the FBIL,
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['he above-described changes to the FBI targeting procedures pose no obstacle to a
finding by the Court that the FBI targeting procedures are “reasonably designed™ to “ensure that
any acquisition authorized . . . is limited to targeting persons reasonably believed to be located
outside the United States™ and to “prevent the intentional acquisition of any communication as to

which the sender and all intemded recipients are known at the time of the Eu.::,iu'sﬁiliun tor be located

in the United States.” 50 US.C. § 1881a(@)). (N
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Furthermore, as the Court has previously noted, before the FBI targeting procedures are
apphied, NSA will have [ollowed its own targeting procedures in determining that the user of the

facility to be tasked for collection is a non-United States person reasonably believed Lo be located

outside the United States. See Docket No. ||| KT (-
FBI targeting procedures apply in addition to the NSA targeting pmcedures,_
_ Id. The Court has previously found that the NSA targeting
procedures proposed for use in connection with {funiﬁcﬁljum— are

reasonably designed to ensure that the users of tasked selectors are non-United States persons

reasonably believed to be located outside the United States and also consistent with the Fourth

Amendment. Sse Docket No G
A o follows that he

amended FBI targeting procedures, which provide additional assurance that the users of tasked
accounts are non-United States persons located outside the United States, also pass muster,

2. The Amended NSA Minimization Procedures

The most significant change to the NSA minimization procedures regards the rules for
querying the data that NSA acquires pursuant to Section 702, The procedures previously
approved by the Court effectively impose a wholesale bar on queries using United States-Person
identifiers. The government has broadened Section 3(b}3) 1o allow NSA lo query the vast

majority of its Section 702 collection using United States-Person identifiers, subject to approval
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parsnant o nileenal NSA procedores i oversight by the Depadinenl ol J uslice.* Like all olher
MEA yuetics of the Section M2 enllection, goeries vsing Lnited Srates-person identificrs would
be lomited 1o thowss rensonably Ikely (o yicld foreiun imlellipetcs infumalion, NSA
Mmimizauom Procedures § 3(b 51 The Deparimenl of Jusiice and the O0Tee o he DN sl
be required to condoet oversizht regarding N&A%s nse of Lnitcd States-person identiticrs tn such
QUCTTCE, Bee

‘Lhis relaxation of the queryiu rules docs not alter the Col*s poior conclousion that N5A
minirmizalicn procedutes meet the statutery deliniion ol minimizatien provelores, The Suandand
#dinimiration Procedures for 4131 Hoctronic Survedllance and Phyvsica]l Search Conducted Tonder
the Foreizn Toelhrenee Surveillanes Act (“TB1 33Ps™ vontain an snalogous provision allowing
guerias of unminimized Fl&A-acqaiced infortnation ssing identificrs - - including L 'nijed States-
person Kenlifiers — when soch queries are designed Lo yigld Torsipgn intellgenes inlomaaion,
Hee PRSI E LY Do granling hundreds of applications for electronic surveil lanee o
physical search since 2008, inclhiding applicattons targeting Linted States persons and persons in
the Thnited Sdales, the Courd has {ound thal (he TR 33 s mmeel the delnitiens of minitmeslon

provedures 2t S0 ULECL g8 TR0 {hY and 182144 1t folloses that the substantiallv-similar

£ The wovernment 15 stll in by process of developing it imerng] procedures and aall
ool poamdl bSA annlysty o bewin waing L'nifed Sigus-person identiticrs as selection lerms until
1hpse procedures are eompleted. Junc 28 Submission at 4.3, In additton, the government lus
clarified that United Starcseporzon identifives will el be wsed o guery De fruils of NSA s
upstremt colleetion, Awr, 30 Subimizsien ol 1L NSAs gpsiream collaction agyuires
spprosinmlealy ®%% ol 1he wia Inlernes, communicationg acquired By NSA under Section 702,
Aug, 16 Subrission at 2.
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L ]

uctyiyg previdon dound at Scction 313] of the amended WEA mnumization procedures
should not be prablemartic in a eollection that i frensed oo non-Liniked Slies persens locald
vutgids the UTnied Slaics and UL, i the agmrepste, is Lless likely to result in the aequisition of
nenpalylic information regarding non-consenting United Stules persans,

A seeond change fo the WEA minimization procedures is the addidon ol laogees
apecilving 1hat the five-year refention period [or communicalions thel urc not subject to earlicr
destenefion rons frmn the expiration date aof the cerificarion suthorizing 1the collvciion, Seq N9A
Minimi-atinn Procedutes, $§ 30BH 1), 3(ch 553000, and Sad 13001, The WSA mindmization
procoeduees that were previcusly appeoved v the Court included a retention period ol [ve veours,
b, those procedures do not specidy when 1w Tve-vear period begins (e ron The change
proposcd here harmonizes the procedures with the coresponding provision ol the FRI
o <alicn progsdures lor Seelion 72 thal has alresdy boen spreoved by the Cowrr. See Fi3
Minimization Procedures at 3 (9

The two momaming chanpes to the ~NEA minmmization procedurss gre Intancded Lo clarily
(Fr meope ol the cxizting poocslures, The yovermment has added languapes oo Section 1 10 make
explicit that the procedures apply not only 1o NSA emplovess, butl also o any other persons
engago m seclion TO2-relaled seitvities thal are orducted wader the diecetion, authority ot
control of the Ditectnr of NSA. KEA Minimization Precedures at 1. Accarding to the
guvermmuenl, thiz e lmguage 16 inlend el (o clurily ol Central Security Sorvive personnel
eenducting signals mnellipenee eperations authodzed by Scetion 702 are bound v the
procedures, even when they are deployed with o military uni, and subject to the military chain al

—FOPRSECRETHCOMINTADRGON N —
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command. The second clarifying amendment is a change to the definition of “identification of a
United States person™ in Bection 2. The new language eliminates a potential ambiguity that
might have resulted in the inappropriate treatment of the name, unique title, or address of &
United States person as non-identifying information in certain circumstances. [d. at 2, These
amendments, which resolve any arguable ambiguity in favor of broader application of the
protections found in the procedures, raise no concems.
1, The Amended CIA Minimization Procedures

The CIA minimization procedures include a new querying provision similar to the
provision that the government proposes to add to the NSA minimization procedures and thal is
discussed above. CIA Minimization Procedures § 4. The new language would allow the ClA to
conduct queries of Section 702-acquired information using United States-person identifiers. All
CIA queries of the Section 702 collection would be subject to review by the Depariment of
Justice and the Office of the DN Sge jd, For the reasons stated above with respect to the
relaxed querying provision in the amended NSA minimization procedures, the addition of the
new CLA querying provision does not preclude the Court from concluding that the amended CLA
minimization procedures satisfy the statutory definition of minimization procedures and comply
with the Fourth Amendment.*

The amended CIA minimization procedures include a definition of “United States person

identity,” a term that is not defined in the current version of the procedures. ClA Minimization

* The Court understands that NSA does not share its upstream collection in

unminimized form with the CIA. [ |
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Procedures § 1.1 The proposed definition closely tracks the revized definition of “identi eation
ot a Lonited] States person™ thl 15 ineluded in 1he amended NS A mitimicalion procedures and
diseussed above, For the same reasons, the addition of this defirition, which clariles the rangs
ol profecled mlomiafion, mises no ceneems m the conteatt of the CLA minimization procedures.

Anather new prosdiaion of the CLA miningsation proceslures preseribes e maomer in
which Mw CTA musl slete unmdninized Section 702-acquired commumications. ses CIA
Minimization 'rocedures & 2. ' he same provision estahlishes 4 delult releniion petdod lor
uremimimieesd cormuumeafions that do not qualify f lomger retetion under one ol three separale
provisians, Seend, Absent un exiension by lwe Direoter of the National Clandestine Scrvice ar
one of his supetors, that defanlt retention pecind iz five vears fivrm the date vMbe expitulivn ol
he ceri Fention authoricing the colleclion. [d, As noled above. this is 1he same default retention
petind that appears i the FBI minimization procedyres 1hat have presiongsly been approved by
the Clourl. Sec FBI Minimization Procednrcs at 2 (1)

I'he povernment alse bas added new bayruage Lo the CLA mimmization procedures to
clarify that T-nited States petson information deemed woqualify for retentian based on ifs public
Avallubilily vt un lbe cetisent ol D person Lo who 1 perlaing niay be kept mdefinitely and
stored scparately freom the unminimized information subject to the defanlt storage and retention
tules sed Tonh i onew Section 2, which is Jisenmsed ubove, ClIA Minimizulion Procodwres § 2.
Breanse FISA s minimization requirciments arc limited to the acquisition, retentinn, and
digmeminglion o ponpublicly gvailuble inloemaion eemcerning unconseniing Uniled Siuws

persons,  this provision raises no statabory coneern, Sec S0 US.CL 5& 18011, 1R21{4)iA)
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{vrmphasiz added), I likewize raiscs o Fourlh Amendment problem, See Kot v, United Sies,

8% 128347, 331 {1907 ("What a persan knowingly exposes o the public . . iz not a subject of
lourh Arnersd el protegtion, ™)

Tanally, a nes prosision waoukl expressly allow the CLA to retain informaiion asguirs
paesuant to Scction T2 in emergency hackup systemes that may be used to restore datn o the
evenl ol w svstem failone, CLA Minimiquion Procedures § &gl Only non-unalysl lechnical
personnel will have acecss to data stored i data haclup systemns, Ld. Further, in the esent that
suady syslems whe used (o restore loal, deslioved, or inavecssible daw, the CLA nust apply ils
minimization pracedures o the tansfered dara. [d The BT miniorzation peacedures that have
previeusly been approessed by e Courl conlemplule (e stordee ol Secelion 702 colloetion n
ctnetzency backup syatems that are not accessible to analysts, sulject o similar restrictions. Yee
FBI Minimivaiion Procodures at 2 09 ¢.3) The Courl likewdse sees no problom with the addition
of Bectivn Gle) to the 1A minimianon procedorss.

17, The Effact of the Govermnent’a Thaclosures Rerandine WAA s Acquisition of

TIuternet Transactions

Dased o the wovemniet©s poot fephesetlylions, (he Court hag previsasly andlyae
WA fargetime and minnnization procedures only in the conlexl of N3A sequiring disercte
cerimptiliong. Mo, hasvewer, in lipht of the pravernment’s revelations as w the manner in

which BWSA sequires Infomef communieastions, 2118 elesr sl MSA seguines “Tnlomet
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including transactions that contain a single discrete communication (“Single

1 +id

[ransactions,
Communication Transactions™ or “SCTs"), and fransactions that contain multiple discrete
communications (“Multi-[Clommunication Transactions™ or “MCTs™), see Aug. 16 Submission
at 1.

The Court has repeatedly noted that the povernment’s targeting and minimization
procedures must be considered in light of the communications actually acquired. See Docket Mo,
_ (“Substantial implementation problems can,
notwithstanding the government’s intent, speak to whether the applicable targeting procedures
are ‘reasonably designed” to acquire only the communications of non-10.8. persons oulside the
United States.”}, see also Docket No. [N
Lintil now, the Court had a singular understanding of the nature of NSA’s acquisitions under
Section 702, Accordingly, analvsis of the implementation of the procedures focused on whether
NEA's procedures were applied effectively in that context and whether the procedures adequately
addressed over-collections that occurred, But, Tor the first time, the government has now advised
the Court that the volume and nature of the information it has been collecting is fundamentally
different from what the Court had been led o believe, Therefore, the Court must, a3 a matter of
first impression, consider whether, in view of NSA’s acquisition of Internet transactions, the

targeting and minimization procedures satisfy the statutory standards and comport with the

2 The government describes an Internet “transaction™ as “a complement of ‘packets”
traversing the Intémet that together may be understood by a device on the Internet and, where
applicable, rendered in an intelligible form to the user of that device.” June | Submission at 1,

FOP S EEREHEON N FHORCOMNOFORN—
Page 28


hudsjen
Line

hudsjen
Line


Fourth Amendment.

For the reasons set {orth below, the Court finds that NSA's targeting procedures, as the
government proposes o implement them in connection with MCTs, are consistent with the
requirements of 50 U.8.C. §1881a(d)(1). However, the Court [s unable to find that NSA's
minimization procedures, as the government proposes to apply them in connection with MCTs,
are “reasonably designed in light of the purpose and technique of the particular [surveillance or
physical search], to minimize the acquisition and retention, and prohibit the dissemination, of
nonpublicly available information concerning unconsenting United States persons consistent
with the need of the United States to obtain, produce, and disseminate foreign intellipence
information.” S0ULS.C, §§ 1801(h)( 1) &1821{4)(A). The Court is also imable to find that
NSA's targeting and minimization procedures, as the government proposes to implement them in
connection with MCTs, are consistent with the Fourth Amendment.

| TheScope of NSA's Upstream Collection

N8A acquires more than two hundred fifty million Internet communications each year
pursuant to Scection 702, but the vast majority of these communications are obtained from
Internet service providers and are not at issue here® Sept. 9 Submission at 1; Aug. 16

Submission at Appendix A. Indeed, NSA's upstream collection constitutes only approximately

“ In addition to its upstream collection, NSA acquires discrete Internet communications
from Internet service providers such as
Aug. 16 Submission at 2; Aug. 30 Submission at 11; see also Sept. 7, 2011 Hearing Tr.
at 75-77. NSA refers to this non-upstresm collection as its “PRISM collection.” Aug. 30
Submission at 11. The Court understands that NSA does not acquire “Intemet transactions™
through its PRISM collection. See Aug. 16 Submission at 1,

—FEor-SECRET oM REOMNOFORN-
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9% of the total Internet communications being acquired by NSA under Section 702. Sept. 9
Submission at 1; Aug. 16 Submission at 2.

Although small in relative ferms, NSA's upstream collection is significant for three
reasons. First, NSA’s upsiream collection is "uniquely capable of acquiring certain types of
fargeted communications containing valuable foreign intelligence information.™ Docket Mo,
e
Second, the Court now understands that, in order to collect those targeted Internet
communications, NSA's upstream collection devices acquire Internet transactions, and NSA
acquires millions of such transactions each year,™ Third, the government has acknowledged that,
due 1o the technological challenges associated with acqunring Internet transactions, NSA is
unable to exclude certain Internet transactions from its upstream collection, See June 1
Submission at 3-12.

In its June 1 Submission, the govermment explained that NSA's upstream collection

devices have technological limitations that significantly affect the scope of collection -

* NSA acquired more than 13.25 million Internet transactions through its upstream
collection between January 1, 2011, and June 30, 2011, See Aug. 16 Submission at 2; see also
Sepl. 9 Submission at 1-2,
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I  cc i, 7. Morcover, o the time of

acquisition, NSA's upsiream Internet collecltion devices are generally incapable of distinguishing
between transactions containing only a single discrete communication to, from, or aboul a tasked
selector and transactions containing multiple discrete communications, not all of which may be
ta, from, or about a tasked selector® Id, at 2.

As a practical matter, this means that NSA’s upstream collection devices acquire any

Internel transaction transiting the device if the transaction contains a targeted selector anywhere

—
—

The practical implications of NSA's acquisition of Internet teansactions through its

within it, and:

See id. at 6,

upstream collection for the Court's statutory and Fourth Amendment analyses are difficult to
assess, The sheer volume of transactions acquired by NSA through its upstream collection 15
such that any meaningful review of the entire body of the transactions 15 not feasible. As a resuli,
the Court cannot know for certain the exact number of wholly domestic communications

acquired through this collection, nor can it know the number of non-target communications
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acquired or the extent to which those communications are to or from United States persons or
persons in the United States, Instead, NSA and the Court can only look at samples of the data
and then draw whatever reasonable conclusions they can from those samples. Even if the Court
gecepls the validity of conclusions derived from statistical analyses, there are significant hurdles
in assessing NSA's upstream collection, Intemmet service providers are constantly changing their
protocols and the services they provide, and often give users the ability to customize how they
use a particular service,™ [d, at 24-25. As o result, it is impossible to define with any specificity
the universe of transactions that will be acquired by NSA's upstream collection at any point in
the future.

Recogmizing that further revelations concerning what NSA has actually acquired through
its 702 collection, together with the constant evolution of the Intérnet, may alter the Court’s
analysis at some point in the fufure, the Court must, nevertheless, consider whether NSA’s
targeting and minimization procedures are consistent with FISA and the Fourth Amendment
based on the record now before it, In view of the revelations about how NSA 15 actually
conducting its upstream collection, two fundamental underpinnings of the Court's prior

assessments no longer hold true.
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First, the Court previously undersiood that NSA's technical measures™ would prevent the
acquisition of any communication as o which the sender and all intended recipients were located

in the United States (“wholly domestic communication™} except for “theoretically possible™ cases

I o Court now understands, however, that NSA has acquired, is

acquiring, and, if the certifications and procedures now before the Court are approved, will
continue to acquire, tens of thousands of wholly domestic communications. NSA"s manual
review of a statistically representative sample drawn from its upstream collection™ reveals that
MNSA acquires approximately 2,000-10,000 MCTs each year that contain at least one wholly

domestic communication,”! See Aug, 16 Subrmission at 9, In addition 1o these MUTs, NSA

' In an effort to address the Court's concerns, NSA conducted a manual review of a
random sample consisting of 50,440 Internet transactions taken from the more than 13.25 million
Internet transactions acquired through NSA’s upstream collection during a six month period. See
generally Aug. 16 Submission (describing NSA's manual review and the conclusions NSA drew
therefrom). The statstical conclusions reflected in this Memorandum Opinion are drawn from

N8A s analysis of that random sample.

1 Of the approximately 13.25 million Tnternet transactions acquired by NSA through its
upstream collection during the six-month period, between 996 and 4,965 are MCTs that contain a
wholly domestic communication not to, from, or about a tasked selector, Aug. 16 Submission at
9.
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likely acquires tens of thousands more wholly domestic eommunications every year,” given that
WSA's upstream collection devices will acquire a wholly domestic “about™ SCT if it is routed

intemationally.” Moreover, the actual number of wholly domestic communications acquired

2 NSA's manual review focused on examining the MCTs acquired through NSA's
upstream collection in-order to assess whether any contained wholly domestic communications.
Sept. 7, 2011 Hearing Tr. at 13-14. As a result, once NSA determined that a transaction
contained a single, discrete communication, no further analysis of that transaction was done. Ses
Aug, 16 Submission at 3. After the Court expressed concern that this category of transactions
might also contain wholly domestic communications, NSA conducted a further review. Segc
Sepd, 9 Submission at 4, NSA ultimately did not provide the Court with an estimate of the
number of wholly domestic “about™ SCTs that may be acquired through its upstream collection,
Instead, NSA has concluded that “the probability of encountering wholly domestic
communications in transactions that fealure only a 51'ngh:, dizerete communicetion should be
smaller — and certainly no greater — than potentially encountering wholly domestic
communications within MCTs.” Sept. 13 Submission at 2.

The Court understands this to mean that the percentage of wholly domestic
communications within the universe of 8CTs acquired through NSA’s upstream collection
should not exceed the percentage of MCUTs containing & wholly domestic communication that
N8A found when it examined all of the MCTs within its statistical sample. Since NSA found 10
MCTs with wholly domestic communications within the 3,081 MCTs reviewed, the relevant
percentage is 197% (10/5,081). Aug. 16 Submission at 5.

NSA's manual review found that approximately 90% of the 50,440 transactions in the
sample were SCTs, Jd, at 3. Ninety percent of the approximately 13.25 million total Internet
transactions acquired by NSA through its upstream collection during the six-month period, works
out fo be approximately 11,925,000 transactions. Those 11,925,000 transactions would
constitute the universe of SCTs gequired during the six-month period, and .197% of that universe
would be approximately 23,000 wholly domestic SCTs. Thus, NSA may be acquiring as many
as 46,000 wholly domestic “about” SCTs each year, in addition to the 2,000-10,000 MCTs
referenced above,

B Internet communications are “nearly always transmitted from a sender to a recipicnt
through multiple legs before reaching their final destination.” June 1 Submission at 6. For

example, an e-mail messape sent from the user n_tn the user of
will at the very least travel from the
OWI computer, o toy and then to the computer oft

user. Id. Because the communication’s route 15 made up of multiple leps, the transaction used to
transmit the communication across any particular leg of the route need only identify the [P
{continued...)
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miay be still higher in view of NSA's inability conclusively to determine whether a significant
portion of the MCTs within its sample contained wholly domestic communications.*
Second, the Court previously understood that NSA™s upstream collection would only

acguire the communication of a United States person or a person in the United States if: 1) that

By .continued)
addresses at either end of that leg in order to properly route the communication. [, at 7. Asa
result, for each leg of the route, the transaction header will only contain the [P addresses at either
end of that particular lep. Id.

* Dwring its manual review, NSA was unable to determine whether 224 of the 5,081
MCTs reviewed contained any wholly domestic communications, because the transactions
lacked sufficient information for NSA to determine the location or identity of the “sctive user”
(i.e., the individial using the electronic communications account/addressidentifier to interact
with his‘her Internet service provider). Aug. 16 Submission at 7. NSA then conducted an
intensive review of all available information for each of these MCTs, including examining the
corntents of each discrete communication contained within if, but wag still unable 1o defermine
conclusively whether any of these MCTs contained wholly domestic communications. Sept. 9
Submission at 3. NSA asserts that “it is reascnable to presume that [the] 224 MCTs do not
contain wholly domestic communications,” but concedes that, due to the limitations of the
technical means used to prevent the acquisition of wholly domestic communications, NSA may
acquire wholly domestic communications. See Aug. 30 Submission at 7-8. The Court is
prepared to accept that the number of wholly domestic communications acquired in this category
of MCTs is relatively small, for the reasons stated mn the government’™s August 30 Submission.
However, when considering NSA™s upstream collection as a whole, and the limitations of NSA's
technical means, the Court is not prepared to presume that the number of whelly domestic
communications contained within this category of communications will be zero. Accordingly,
the Court concludes that this category of communications acquired through NSA's upstream
collection may drive the total number of wholly domestic communications acquired slightly

higher,
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perzon was in direcl contact with a tarpeted selector; 2) the communication referenced the
targeted selector, and the communication fell into one nf. specific catepories of “about™

communications; or 3) despite the operation of the tarpeting procedures, United States persons or
persons inside the United States were mistakenly targeted. Seg Docket No. [ NG

I 3t the Court now understands that, in addition to these

communications, NSA's upstream collection also acquires: a) the communications of United
States persons and persons in the United States that are not to, from, or about a tasked selector
and that are acquired solely because the communication is contained within an MCT that
somewhere references a tasked sclcctm-_
_ and b} any Internet transaction that references a tarpeted selector, regardless of

whether the transaction falls within one of []'IE. ]'m:'.l'iuu:-:l':,f wlentified categories of “about
communications,” se¢ June 1 Submission at 24-27, _

On the current record, 1t is difficult to assess how many MCTs acquired by NSA actually
conlain a communication of or concerning a United States person,™ or a communication to or
from a person in the United States. This is because NSA's manual review of its upstream

collection focused primarily on wholly domestic communications - Le., if one party to the

¥ WNSA’s minimization procedures define “[cjommunications of a United States person”
1o include “all communications to which a United States person 15 a party.” NSA Minimization
Procedures § 2{c). “Communications concerning a United Stales person” include “all
communications in which a United States person is discussed or mentioned, except where such
communications reveal only publicly-available information about the person. [d. § 2(b).
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commumestion was deermuned b oulside e Uniled Statcs, the eommmumealion was nol
forther analyzed. Anp. 16 Submission at 122, Revertheless, MEA s wanual review did consider
L Jowalion amed idemiity of the selive user Jor cavh MO aeguiesd, anal this inlmaalion — when
vorsddereal together with cerlain presunpiions — shosws Thal MNSA i likely seguinng tens o)’
thousands of discretc commimications of non-tarpet Tnited Ststcs persens and persons in the
Ulniled Sales, by victue afl 1 Bt thal their compumdealions areg inehwded o SMOCTs selectel Tor
acquisition by NE8A's upstrean collection devices.™

Toallyspae, based upon BSATs atalysis af the location and identity ol the aedve user for
the MO Ts it revicwed, MOTs can he divided ioto four categovics:

L MOCTs pg 1o which he selive user 1s e user ol he tsloed Taeilily (e, e targel of (he
acquisition) amd iz reasanably believed ton ke lncated mitside the Vnjted States;”

2 MCTs a2 1o which the active nser 18 8 non-tarest o 1s belicved o be located inside
e Uniled Slules;

3, MO as o owhich the active user is a nan-target who s believed o be logates] mitside
the | Inited States: and

¥ Allbuugh there is sorme cverlap between 1his categary of canimum eations snd the (4o
ol thowsamdy ol wholly domestic communications diseussed abowve, the overlap is Homited 10
MO s eontaining whaolly domestic communications. To the exfont that the wholly domestic
gomntications acguired are 3CTs, they are cacluded Ttom the BMOCTs relerenes] hore,
Similarly, (o e exenl commumivalions o) non-Targel Linited S1ates persnog amd peisuns i 1be
Lindled States that are comaines] wilhin the tens of cthousandz of BICTs referenced here are nat
whiokly domestic, they would not be inchaded io the wholly domestic conwmunications refercnecd
above.

# Althaugh it is poasible for an active user tarpet to be loculed 1o fle Thnited States,
NEATs tareeting procoduncs reguive M3A o lermoinale vollection i5 0 dewsrmines Lhal a tares. has
colered the Ulntled Slates. B4 Tupeeting Procecdiures at -8, Accordingly, the Court excludes
Lhis praential caresory froom its analysia.
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4, MC T as 1o which the aclive user's idewlidy or location cunnol be detennined.
Aug, 16 Subaoussion at 4-8.

Wilh repard Lo Lhe [t catcrory, e tangel s he aclive user, Lthen i 1% reasonrable to
presurme Lhyt all ol (he iserele comenumeations wilhin oo MCT will be Lo or from ihe targct,
Although United States persons and persons in the Dnited States may be pary 1o oany ol Lhose
cerntiunivilions, NEA s geyuizilion vl such commwnicalions 1 of less concem (han the
commmunications described in the fellowing categories hecanse the commmunicants were tn direct
connmwmisaion el aonsked Leility, sod he aeyuizilion presmapively seoves Dwe lorcim
intelligence purpose of the collaction. &SA acquires regh by 30600 thauwsgng) soch 300 Ts per
yuur, !

Far the second category, since the active wser is a non-trpet wha is locaged insile che
Tomiled Slates, there i3 no reason 1o belicve that all ol s discrele communications contained
wathin the MOT wAll be 1o, from, or ghowt the tareeled seleclar {althauwgh here waoold need 1o be
at least nne such commmanication i arder Tor NSA% s gpstream deviess to avguirs the bnwaelion ),
Fther, because the astive user 15 in the United States, the Court presmnes that the majority of
1yl persnn®s comamgnications will be with ather persans in the Lnited S1ntes, muny o whom
will be TTnited Slates persons, WSA acques approximately 7,000-8,000 such MCTs per vear,

ench ol which lilkely containg one ar minte non-taczer discrete communications g oe Tram alher

ONEA yequited hefween 168 %53 and 206,922 MO 08 to which the oelive yaer was 1he
nrgel, orver the six-manth period covered by the smnprle, Aug, 16 Sulinission at @
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perzons in the United States ™

The thind categiry ia similar Wy the segomd in thal the active user is 3 non-lareel,
Therefore, there 13 no reason to belicve that all of the communrications within the MO will be
tey, [0, ar whonl, e tamecled selecior (althougeh there wonld need to be at [2ast one such
cotumunication io arder for BYA"S upstream devices 1o geguire the transaiion). Howuver,
bresnse e welive wser 1 belicves] to be locate] oulside the Urled States, the Court presumes
that maest of that potsons’s communications will be with ather perons whe g owside the
Uales] Srales, nwsl ol whor will e non-Uhated States persons. That said the Cour) notes tha
sotne af these M8 are likely 10 contyin noa-tarest conimunicaions o or coneoning 1 nitcd
Slales peraons, o thal wee o or from a person in the 1nited State=® The Couore hes no way af
knonwing precisely how many such cormmnmicalions are gequited, Nevertheless, it appears that

WESA sequires at least 1.3 million such MCTs aach vear,” an even if only 1% of these MO TS

** 1o ity munusl review, NSA identified ten MCT: ax to which the active user was in he
Lmled Slales and (hal contaned at least one wholly domestic compmmication. See Aup, 16
Subrnission al 5-7, MY A also idenlified seven additional MCTs as o which the active user was
in the United States. [e, at 5. Alhough N8A determined hat at least one parly to cach of the
communications within the seven MO s was reasanalbly believed 1o be Jocated owside the
United Statcs, WNSA did not indicate whether any of the communicants weree Lnied Seles
persons of persons Tl Uniled Setes, 1A, The Court sees oo reason Lo teeat these tao
categaries ol MOTs differenis becawse the active users lor both were in the United Siates,
Seventeen MOTs constitutes 3% of the MU= peviewed (S A81], and 3% al1he 1,25-1,39
willien MCT s MNSA acouires cvery six months (zoc id. st 8) 15 3,870- 4,170, ar 7,740-B340 every
W,

® The povernment has acknowledeed as much in ils sulumissions, Sec June 28
subtnigsion ut 3.

- Bused e ity munuw] roview, NSA wssessed Lhat 2668 ol 1he 3081 BCTs revdewed
(Lamnlirmes],..)
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contain a single non-target communication of or concerning a United States person, or that is (o
or from a person in the United States, NSA would be acguiring in excess of 10,000 additional
discrete communications each year that are of or concerning United States persons, or that are to
or from a person in the United States,

The fourth category is the most problematic, because without the identity of the active
user — Le., whether the user is the target or a non-target — or the active user’s location, it is
difficult to determine what presumptions (o make about these MCTs. NSA acquires
approximately 97,000-140,000 such MCTs each year.” In the context of wholly domestic
communications, the government urges the Court to apply a series of presumptions that lcad to
the conclusion that this category would not contain any wholly domestic communications. Aug.
30 Submission at 4-8. The Couwrt quesiions the validity of those presumptions, as applied to
whaolly domestic communications, bul certainly 15 not inglined to apply them to assessing the
likelihood that MCTs might contain communications of or concerning United States persons, or

communications o or from persons in the United States. The active users for some of these

“(...continued)
{approximately 52%) had a non-target active user who was reasonably believed to be located
outside the United States. Aug. 16 Submission at 4-5. Fifty-two percent of the 1.29 10 1,39
million MCTs that NSA assessed were acquired through its upstream collection every six months
would work out to 670,800 - 722, 800 MCTs, or approximately 1,3-1.4 mallion MCTs per year
that have a non-target active user belicved to be located outside the United States.

2 NSA determined that 224 MCTs of the 5,081 MCTs acquired during a six-month

From this, NSA concluded that it acquired between 48,609
and 70,168 such MCTs every six maonths through its upstream collection (or approximately
07.000-140,000 such MCTs esch year), Id. at9n27,
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RIS may be locuted in Uhe Linduesl Slates, sod, svenilihe active user 1s kealed overscas, the
MCTs may contain non-target connmnications of of concerning Lnited States persons of Lhal, ars
ter wr Froan persens in (e United Slales, Aceordingly, Ihix “unfnown™ calvgory likely adds
aubstuntially 1o the number of non-tergs] communicofions of ne concerning United Sale persons
of thal sre to or fiom persons m the United States beiing aequired by NSA cach vear.

In sue, then, NSA™s upsiream colleetion is a small, bul unique putl ol the govermment's
overdll colleetion vnder Scetion W2 of the FAA, NEA acquires valualkle infocmalion theaugh s
upstrearn calleslion, Tul st withol subsianlial inirusons on Fourlh Amendmcii-pro lected
interests, Indeed, the record hofors this Cowrt catablishes that B9 A%s acguisition of Tnwerme,
Lransactions Hiely resulis in NS4 acouinng sonually lens of thousinds of wholly domeatic
communicaricns, and tens of thousans of non-target communcations ol pecsons who haes hille
or na relalionshap (o the targel bul who are proleeled under the Fourth Amcendimant. Both
acquisitiona raise gquestions as to whether 5A°3 torgeting and minimizatinn procedires comporl
with FISA anc the Towth Ametndment.

2 MEA"s Tanreting Proccdines

The ot wiill fiest considar whether M5A%s acquisition of Internat transactiony lheaygh
Lz upsiream collucien, a3 desenbed aborve. means thay MSA™s prreing procedunes, ws
implemenced, e not reasonably desioned”™ to: 13 “enmwe that any acquisition autharized under
[Mhe ceridivations] s lioited o jareasting persons reasemu by believed G by Toculed culsids the
[Inited Stares™, and 21 *“provent the intentional asquisition of anv commumication as to which the

sender and all imkmded recpient= are kaown al the orme o) Lhe aegquisition G be lpeated in he
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United States.” 30 U.S.C. § 1881a(d} 1) id. & (iN2KB). The Cowrt concludes that the manner in

which NSA is currently implementing the targeting procedures does not prevent the Court from
mazking the necessary findings, and hence NSA's targeting procedures do not offend FISA.

a, Targeting Persons Reasonably Believed to be Located
Cluivide the Unifed Stales

To the extent NSA is acquiring Internet transactions that contain a single discrete
communication that is to, from, or about a tasked selector, the Court’s previous analysis remains
valid. As explained in greater detail in the Court’s September 4, 2008 Memorandum Opinion, in
this setting the person being targeted is the user of the tasked selector, and NSA’s pre-targeting
and post-targeting procedures ensure that NSA will only acquire such transactions so long as
there i3 a reasonable belief that the target is located outside the United States. Docket No.
—

But NSA™s acquisition of MCTs complicates the Courl's analysis somewhal, With regard
to “about” communications, the Court previously found that the user of the tasked facility was
the “target” of the acquisition, because the government’s purpose in acquiring such
communications is to obtain information about that user. See id, at 18. Moreover, the
communication is not acquired because the povernment has any interest in the parties to the
communication, other than their potential relationship to the user of the tasked facility, and the
parties to an “about” communication do not become targets unless and until they are separately
vetled under the targeting procedures, See id. at 18-19.

In the case of “about™ MOUTs — e, MCTs that are acquired because a tarpeted selector is

referenced somewhere in the transaction — NS A acquires not only the discrete communication
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that references the tasked selector, but also in many cases the contents of other discrefe
communications that do not reference the tasked sclector and to which no target is a party. Sce
May 2 Leteer at 2-3 ||| R & ocoviring such MCTs, NSA likely
acquires tens of thousands of additional communications of non-targets each year, many of
whom have no relationship whatsoever with the user of the tasked selector, While the Court has
concerns about NSA's acquisition of these non-target communications, the Court accepts the
government’ s representation that the “sole reason [a non-target’™s MCT] is selected for
acquizition is that it contains the presence of a tasked selector used by a person who has been
subjected to NSAs targefing procedures.” June | Submission at 4, Moreover, at the time of
acquisition, NSA's upstream collection devices often lack the capability to determine whether a
transaction containg a single communication or multiple communications, or to identify the
partics to any particular communication within a transaction, See id, Therefore, the Court has
no reason to believe that NSA, by acquiring Internet transactions containing multiple
communications, s targeting anyone other than the user of the tasked selector. See United States
v, Chemical Found., Ine, 272 1LS, 1, 14-15 (1926) (“The presumption of regularity supports the
official acts of public officers, and, in the absence of clear evidence to the contrary, courts
presume that they have properly discharged their official duties.™).
b, Acquisition of Wholly Domestic Communications

NEA's aequisition of Internet transactions complicates the analysis required by Section
188 1a(d) 1)(R), sinee the record shows that the government knowingly acquires tens of
thousands of wholly domestic communications each year. At first blush, it might seem obvious

PSRRI O HA O R EOR - —
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that targeting procedures that permit such acquisitions could not be “reasonably designed . . . to
prevent the intentional acquisition of any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States.” 50 11.58.C.
§ 1881a(d) 1 WB), However, a closer examination of the language of the statute leads the Cournt
to a different conclusion,

The government focuses primarily on the “intentional acquisition™ language in Section
1881a(d i 1)(B). Specifically, the government argues that NS A is not “intentionally”™ acquiring
wholly domestic communications because the government does not intend to acguire transactions
containing communications that are wholly domestic and has implemented technical means to
prevent the acquisition of such transsctions, See Fune 28 Submission at 2. This argument fails
for several reasons.

WSA targets a person under Section 702 certifications by acquiring communications to,
from, or about a selector used by that person. Therefore, to the extent NSA's upstream collection
devices acquire an Intemet transaction containing a single, discrete communication that is (o,
from, or about a tasked selector, it can hardly be said that WSA's acquisition 15 "unintentional.”
In fact, the government has argued, and the Court has accepted, that the government intentionally
acquires communications to and from a target, even when NSA reasonably = alheit mistakenly -

believes that the target is located outside the United States. See Docket No. ||| G

With respect to MOCTs, the sole reason NSA acquires such transactions is the presence of

a tasked sclector within the transaction. Because it is technologically infeasible for NSA's
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upsteesm collection devices to acquive noly the discrete communication w, fram, o abont a
Tske] selector thal, trwy b contatreed wilhin sn MOT, hoveever, the governmen! argucs et the
only way to obtain the foreign intellipence information found within the discrete camrnnicaion
15 1o goguire the enddre transaction in which it 1= contained, June 1 Submizsion at 21, As e resulr,
the povernment imentiomul by ueguites all digerele carmmunications within an MCT. eluding
s hat are not to, fimn o about & tasked scloctor, Boo June 28 Submission at 12, 14 226 alzo
Sept. 7, 2011 Nearing 'Te, af 33-34,

The fact that MEA" s technical measures cannet provent NEA from acquiring transyclons
caflaning whaolly domestic communicaions vndar cerlain ireumsiowes does not rendor WSAS
aequisition of those ttansactions “unintentional.” 'Lhe pevernment cepeatedly characierizes such
Aequisitions us o “lhalure™ ol NEA s “lechnien] nwans,™ June 28 Submission al 12; scc also Scpt,
2T TTearing Tr. at A5-360 | lenwrever, thers s nathing in the record to sugpest thal M3A s
eehnieal meares ave mallunetioning or otherwise faling to oporate as desizned. Inde=d, the
gervernttent reudily vomeades Tzl NSA will s 2 whelly domes e “abont™ commuonication if
the transaction centaining the commuinication is eouted theouph an international Indeene, Lok,
hetng rmonilared by NS4 or I3 mouled through g [orelen server. Seg Jung | Submission ot 29.
And in the casc of MCTs containing whelly demestic commmmications that are not to, from, ar
aboul a fushed selector, MEA bys o way 1o determing, of the fime ol acguisiiion, thet o purlicula
communication withio an MCT iz wholly domestic. Sec1d.  Fuothermoere, nowe that NiA%s
rnarmial rgview af fsample nl s opsleenin colleclion has confiened that NEA Hhely aeguires

tons of thousands of wholly domesiic communicalions cach vear, here 15 oe gquestion that the
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governnient is knowingly acquicing Internct transactions that coutain wholly domestic
cumnuicatians throeh s upstneant cofleciion,

The govenmnent arpues that an NS A analvst's post-acquizition discovery 1hat g particufar
Internct transaclion contains a wholly domestic commupication should retroactively cender
MYATs gegruisitian ol that irynsaclion “ueinentiong,™ Qe 28 Subsnission g, 12, That argunzenl
iz unavailing, WEA's collection deviees are ot to acquire transactions that contain a retoronee to
the wryeled gelector, When the collection device uequires such o Trngueion, i ix [inelioniny
precisely S it 13 intcnded, even when the transaction includes a wholly demestic communication.
1l lamaaage ol 1he @i makoes clear that i35 the govemmosni ™ intention @ the dome ol
acquisition that mattcrs, and the govomnent conceded as mneh ot the bearing io this matter.
Hepl, FO200T Uewrne Tr,oul 37-38,

Accordingly, the Clowt finds that KSA intentional v acquires Interoe] (rpnsacions that
returenes o teakod sofeelor throueh ils upsresm collestion wilh e koowledes that there arc tons
of 1thousands of wholly domeslie commnnicutions conlamed within thase iransactions, Bl iz
i nedl the end of the analyaia, "o return to the fanppage ol 1he sature, BSAS argeing
procedures st be reusonably desipned woprevent e inlentionw! geyuisition of ®any

commmunication a3 to which the sender and all intended rceiplents see koown ar the time of

11 13 generally sertled that o person mtends 1o produes & condequances cither (o) when e
gots wilh o purpose of produing el conssyuence or (b wlen he acts knowiny thal the
carnsesuence s subsiantinl T cerlain to acoue. Restatement (Third) of Torts 81 (20140 zee alsn
United $Siates v. Dyer, SR V.34 520, 528 (1st Cir. 2009} (i comuina Law, “rintent” ordmarily
recuires only thal the defendant reasonably kocw Dw proseribed resall wanfd oecar™), cerl,
demivd, 15360 &, O, 2422 (2010,
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acquisition (o be localed in the United States.” 30 U.S.C. § 1881a(d)(1)(B) (emphasis added).

The underscored language requires an acquisition-by-acquisition inguiry. Thus, the Courl must
consider whether, at the time NSA intentionally acquires a transaction through its upstream
collection, NSA will know that the sender and all intended recipients of any particular
communicatien within that transaction are located in the United Stales,

Presently, it is not technically possible for NSA to configure its upstream collection

the practical

effect of this technological limitation is that NSA cannot know at the time it acquires an Internet

ranspetion whether the sender and all intended recipients of any particular discrete

communication contained within the transaction are located inside the United States,
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Given that W5A's upstream collection devices lack the capacity to detect wholly domestic
communications at the time an Intemnet transaction is acquired, the Court is inexorably led to the
conclusion that the targeting procedures are “reasonably designed” 1o prevent the intentional
acquisition of any communication as to which the sender and all intended recipients are known al
the time of the acquisition to be localed in the United States. This is true despite the fact that
NSA knows with certainty that the upstream collection, viewed as a whole, results in the
acquisition of wholly domestic communications,

By cxpanding its Section 702 acquisitions to include the acquisition of Internet
transactions through its upstream collection, NSA has, as a practical matter, circumvented the
gpirit of Section 188 1ah)i4) and (d)(1) with regard to that collection, NSA's knowing
acquisition of tens of thousands of wholly domestic communications through its upstream
collection is a cause of concemn for the Court. But the meaning of the relevant statutory provision
i5 clear and application to the facts before the Court dees not lead to an impossible or absund

result. The Court’s review does not end with the targeting procedures, however. The Court must

Page 48


hudsjen
Line

hudsjen
Line


alser onsider whether MSA S minimizlion procehares are consistent with §18R1a01) and
whether N3A's targeting and mimmization procedures sve consisond wiih (the requircments o
1he Toutth Amendment.

3. P& s Minimization Trocedures. As Applied to BCTs i the Manmor
Proposed by the Gowverument, Do Mol et FISA s Doefmilion of

“Iiminiestion Progedyrcs”

The Court next considers whether NS A" s minimization procedures, as the government
proposcs (o apply Lwan 1o Inlemmet ransaclions, nweel the statulory reguitemenls. As neted dbove,
S 1LEC S 1RELaie} 1) reguires that the minimization procedures “micet the definition of
toinimization procedores under [30 UL8.C &3] 18000h) er 182104}, . .7 Thal delnalion squires
“epecilic prcedurgs, which shall be gdepied by the Atoeney Creneral, that are reasooably
designed io lipht oi'the parposc and tochnique of the particular [surveillanees or physieal scacch],
ey mnihitnize the weguigition and reention, and peahilng, the dizzemination, of nenpubliz]y
available informaion concerning uneonsenting Toaited States persons consistent with the need of
the United States to ebtain, produce, and disscminate foveign inlelliyence informatian. ™ 50
LSS, 8% TROIMN Ly & TEZ1E41 AN For the measans styled betow, the Court canclades tha
MEA"s minimization procedures, as applicd fo RPCTs m the nwwner praqaosed by lw povormment,
eli sl et Lhe statotarey delinigion in all reapecs.

ik The Adfimimization Dramework

MEAE minimization procedures do not expressly confemplatc the acquisition of MCTs,

and the layruage of the provedures docs nol lend 1se]l o araiehtiansand application t MO Ts,

Mow notally, vatious provisions of the NSA mmimizatun procedures coapley the lenn
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St
"ronmaunicaiin” as i operative termy, Ay explamed below, for mstanee, the rules govorning
reienion, handling, and dissemination vary depending whethar ar not a communicayon 1+
deemed 1o consitute 4 “domesiic conunimicalion™ mstead of a “forelm commumcation,™ oo
WEA Minimiclion Procedures 88 2(c), 5.6, 7, 4 commumcolion “ol™ or “concening™ & TS,
persen, g2e id. §5§ 20R-(c), ShI0 (20 3ick a tenmmunication to, Troim, or shoul g sl 6,
3 340 or & “comuounisnii o reasonably belicved Lo contam foreim infellipence
information ot evidencs of a crime,” id. Bt MO8 can be faiely described as commynicnlions
(hal contain sever] smuller cormnugedlions, Applving the terms of lhe NSA minimization
pracediures 1o YT miher than diserele comurnmications can produce very dilleonan resalls.

I a reccnl submission, the sovermment cxplained how MNSA proposes to apply its
i acion procedures o MO, Bee Aog, 30 Sobmission a1 810 Nelore diseussing e
mwessares proposed by the govermnent tor handling MCTs, 1t 15 helpfinl fo begin with a brief
arvervivw of the MSA minimization proeedures Dwemsclves, The provedurcs reguire that all
geguiziions “wall be conducie] in g manner desipmed, o the greatest cxlent [easble, (@ mnmmec

the acquisiticn of infermation not relevant to the authorized purpose of the collectiaon,™ MY A

- Alhough MEA has been collecting MC Ts sinee before the Cowt*s approrval of the fiest
Section 702 corlilcation my 2008, see June 1 Sulvolssion Al 2, it has nol, to date, applicd the
maasures proapesed bes fe e Tulls ol s upsiteam vellection, Indegd. onlil N3A s manual
meviewy nla fix-rmonth sample of s gpsoezam collection revealed the acquisition af wholly
domestic communications, the govcroment asserted that NSA had never found a whelly domestie
comunication m s opstream colleolion,. Sec 1,
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wMinimisacion 'rocecures $ WA Fallvwing acquisitinn, the procedures require that, “[a)s a
corrmunmalion is revicwed, WSA analvsl(s) will delemmine shether 195 g dormestic or Lol
cerrrinniyi o to, fhoom, or ahou aarget and is reasonably believed to contain foreipn

intel lipence information or evidence of a crime.™ Td, § 3{by(4} "Forcipn eownmunnication means
4 commrunicalien thal las al keusl vne vommunicanl autside o he Vniled Stales,™ [, & 2060,
“All other communications, inchading communications i which the sender and all istended
revipionils ura ressonubly believed w b located 10 1he Tinjed S1ates at the ume of peuisiiion, o
damestic communications’ 1. Inaddition, domestie communications include *[a]oy
corrnrmicalions aeguired throogh Dw lareeling ol s person wlw o the e ol argeling was
ressrnally believed w he Ineated motside the meed States bat iz in fact located insice he United
Sratcs at the e such comumommeal o wers avguired. amd wny eemamghicelions sequired by
Largading & person who al, 1he une ol 1he targeting was helieved to be a non-Unite] States person
buat wns 0 fact a Uinited States person . .7 Id. § 304302y A domestiec comnunication must be
“mronmptly destrovod upon recomition wnless the Dircetor {or Acting Director] o NSA

sprc [eully dulermings, 10 wriline, hal™ 1he cortmunicaiion conlaing foreigo intelligence

Of course, N9A's separate targeting procedwres, discussed sbove, slso poven the
mannet in which commmmications qs aeg iz,
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inlormation or evidenes of s coime, or tat 1t [Ells inlo anothor namow oxeeption permitting
tetention. Seeid. % 5%

Upon deleammining Lhal & commiunieation 1z a “forctm conmmnication,” NS4 nst decide
whether the commumivalion 15 “of” or “concerning” 3 Undled Sloles person, K. § 6.
“Communications of o Caited States porson includs all comomications to which a Undled Siafes
persan isa party™ [d & 2ic) “Communications concerning b Lnived Slales porson include all
comenameations i which a Linited States person iz discossed or mentionad, excepl whons such
commuynicaliong revenl onle publicle-availuble informalion about Qe person.™ 14, § 20

A forcim cormrmication that is of or concerning a Gnited States persen and that 1s
deterrmne] 1o confain nedther [oreigm mtelligence nlmrmualion oor wddenee of a crime must he
destroved “at the sarliest practicahle point in the procesging cyele” amd “may be relained oo

lomger than Gve years [rom e expivation date of the certification in any event.™ 1d, & M0

T Opee sueh g determinalion is made by the Direelorn, the domestic communications at
1wt are elivetively lreated as “loreign communications™ {or purposes of the rules repanding
retention unal disseminalion.

42 Alllwuel Seelion 30EK 1) by its lenms applics oy to “inadvertently acquired
epmmmuynicalions ol pr concerning o Uniled Stales person” Lhe govermment has mlomed the
Court that this provision i3 inteondead 1o apply, and in practice is apphed, 0 all [oreien
connnunications of or conceming United States porsons that comtain ncither foreign intelligepee
mlomwiien oor cyilenes ol 4 aime, Docket o, 70247-08-01, Scpl, 2, 2008 Motice of
Clurifivaizen and Correciion al 3-5, Moreover, Szetion 3(0) ol he procedures scparate]y provides
that forgipn communications that do nat ouali By for eetenfior and that Sare lboown Lo conlain
communnications of of conecming Uhrted States porsons will be desteoyed upoo recpgnition,”
and, ke unreviewed communiestions, Pimey be relained no longer than five wears from the

{eontinred. )
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A loreeign commmnicadion thatl i3 ol wr eongeming o Linited States person may be retmned
mdefinitcly if the "lizscminaticn of such communications with reforcoee to such Tonited States
persin wonalel be permitle]” under the dizseniolon provisons b are discossed below, or 1011
containg evidence of a cricne. [d. § S{n){23-(3). Ifthe retention of a foreign communication al o
eonennng & Uniled Stules person 1 “nocossany oo the maintensnce of weolugcal databases,™ it
tay be retained for five vears to allow Tor fechnical explaitation, or for longer than Tve yeams il
e tone 1% poquied for dooyption o .if the WEA Signals Intelligenee Dircetor “detormings in
writtng thal retention loe a longer period is reguirad 1o respangd w mutharioed [oreien inlel Dgenes
or countenintelliponee reguircients. Id, § (a1}

Ax i wenernl rule, “la) reporl based on cormmumeations o or coneanine o Uniled Siaes
person may be disseminated’’ only “if the identity of the TTnited States person is deleted and g
peneris lemmy of symbol 12 gubsliluled so hal e infmma oo vaonsl regsonahly be connected
with nn identifable [nited Sintes person™ Ll § 60h), A report including the identiyy nl'1be
LUnited States person may he provided to a “recipient requiting the identity of such person for the
prrlonmanes ol olfielsl dutes,™ but only 10at Lesst one of clight oguirenicets is also met - for
instance, if “the identigy of the | 'nited States person is necessary to understand fioreign

mlelligenes mlvmmalion vr assess iz mporlunve,” or i1 S nlurmaton indicaios (e Uniled Sees

¢ continued)
gxpiraiiom Jate of the certilication qutharizing the collection in any cvent.™
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persen may b, oom weenl ol'a lorelmn poraer™ or Qwl he s “enpeping in mlemalional tensiao
activities." Id.*
h, Frogwoved Adininisaiion Mewyures for MCTy

The govermnent proposes thal NNAT minienisation procedures he applisd to MOTs in
the followiny manner. After gequisition, apstresm acquisitions, meluding MOTs, will reside in
MEA reposifoties gnul they are aceessed (... In tesponee 10 a quary) by un NSA unalys
performing his et her day-to-day worl. NRA proposes adding a “cautionary baonnec™ to the fonls
ila analyais use 1o viess the contert ol communivalions acyuired throgh upsiean colleolion
mder Section T2, 5ec Aup. 30 Sobmisston at @ The banner, which will be "broadly displagped
an Lauehy| woals,™ wall “direcl analyss o consull suidooes on o W dlentidy 3CT s and how fo
handle them.™ ¥d. at 9 & n.6.™  Analysts will be trained to identify MCTs and 10 recognioe
whelly domesiic commumicallons vornlaine] wilbin MCTs, Seeid, o 8-9,

When an analyst identifies an upstream acquismion as an MCT, the analvs will decide

whether or nat he or she “seek[s] to use a discrere communication within [the] WOT®

* The procedurcs also permit ¥8A to provide unminimized communications w the €A
und I'BI {subpeel e (heir vwen nmunuzalion prodeedurcs), s o krwgn povermments for the
lirmited purprese of obaining “echnicyl yod Brgosic assisance,” S84 Minimiaiion
I'rocedures §4 Ofc). Rih). Meither ot these pravisions has heen vsed o share wpsiream
guquisitions, Sept, 7, 2011 Heavies Tr, at 01-62,

A The banner will not be displaved for conumunications that “can be st identified
throupzh fechnicul means whore the activs uscy 18 MEA"s (askod seleetor or that contain only a
sinple. disenste cammunieation bused on paclicelar stable and well-knowa protecols™ A, 30
Subtrdssion at ¥ nd. Mee inla, note 27, and sepea, note 54
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presumally by reviewing some ar all of the bO717s contents. 1d at £ *NSA analesy seeking
Loy w3 lizerole coranumicylion sontaned o s MOT {lor cxaaple. 1o o FISA application,
intelligence report, or Bection 7{2 tarzeting ) will aszess whether the discrers commuoniestivn i
to, from, or about a tasked seloctor.” Id. The following framowork will then he applisd:

e 0 Uhe discrete communica on el e analvs) seckes e use 13 o, tom, or about 5 tasked
selector, “any 118, parson inlormation i 1hat cotmmamicaiion w01l be bandled n
sccordance with the % 5A minimization procedurez.™ Id. Presamahls, this mmeang 1he Lhe
diserete sommmodcation will be irewtod a3 8 fforcign communication™ that ig “of* or
“concerning” o United Slales person. us described wbove, The MCT comtaining that
cammunicalion remains available wr ynalyss in NSA" reposilotes wilhow sny marking
to indicate that it has heen Identified as an MO ar g 2 teansaction wonlaming Undted
Statcs porson information,

= [Ihe discrele communicalion soughl w be wsed 3 oot Lo, 1Tom, or about 3 tasked
selectar, and alsa not o or Tearm an identi lahle Uniged States person, “hat
comuwmueation (incloding army 1.5, person information therein) o7l ke handled in
accordanes with the N8A minimization procedures.™ Id, al 8-9.% Urcaumably, this
meuns (hul the disvrels communicalion will be iovaled a3 o “loreim comunmication® or, it
il cantaing infowmation cotcerning a United Siales peeson, as 4 lomim comumumication”
“concerning a | nited Stales person,” gs deseribad ghove. The MOT 101 remains
availahle to analysts in NSA s repositories without any marking to indicaie hal, 11 has
boen ideificd a3 an 3MOT or that it comtains onc or mare conuaunicationa thal are nol 1o,
fram, or about a targeted sclector.

oA mnguetion thal i dentificd us ph SO mather than an MO most be handled in
accnrance with the standard mdniid zacion procedures that are discussed ahove.

= The Courl understands thal, absen, coniary mlarmation, NEA |meuls the vser of an
accoant who appears o be lacated i the Lnited States as “an identifiable LS. pemon,”™ Ses
Aup. 30 Sulanission at 9 1.7 & To help determine whether a diserete communication nat o, fram,
or dbowl g taskos] seleclor 18 o or froma T8, persen, MYSA would perloma the same st of
lehnival analyws i would peeform belire tasking an electronic sommunicalions
account/addresstidentifier in accordance with its scetion 702 targeting procedures.™).
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= A diserele comnmunicalion thal 13 nol (o, [fommn, or aboul g tuzked sclector but tht 15 10 o
Trenm an identifiable Vnies| Stales persan “cannat be used fore any putpose other Than 1o
pretect sgainst an bnmediate theear to homan Life (e.p, forcs protection or hosiape
situalimsh” Id. at 9, Prosmumably, this s a referctner o Scetion 1 of the minimization
provedures, wlich allews NSA 1o deviate from the procedurcs i such narrow
clreunwlaness, subjcel to the reeuirement thal prompl neive be given to the (lhce of the
DHrzctor of Mativnal Inteligence, 1he Depariment of Justcs, and the Court that T
deviation has nccarrgd, Repordless of whether ar mal, the diacrele commanivation iy veel
for tlus Linuted paopose, the 3CT itself rotnaing in W5A s datalases without any marking
1o mmadivale thaf 1l s an MMCT, or that il conlains at leas one comnnmication that is to or
oy an icdendi[Table Undled Stales petson. Sce id,; Sopt, 7, 2001 Hearing Tt at 61,

« If the diserete comnmnication soupht to be used by the analvst (ar analher Jiscre(s
cormuanmalion within the 2ICT )15 recognized as being whelly domestic, the entire MOT
will be puteed [fon N8A s svslem, Seo Avg, 30 Submission af 3,

c. Mecatuton) Avierlpris

i Avguisition

The Cowt fiest considers how WMA*s peapnsed handling of MOTs bears on whether

M5A" minmnealion procedurcs ans “reasonably desimcd in Lght of the purpose and techinique

af the purlicular surveil lance, o minimize the gepisilion -, . of notpublicly available

inlotmadion concerning vnconsenting Tited Slaes peesons consistent with the neel ol 1he

Lnited Stafes 1o oblaim, produes. and disseninate forcieny niellirence information.™ Sec 30

LS. § TRT{RT ) {emphagis added). Insnfar as NRA likelr acquires approximulely 2.000-

10,000 %{CTs vuwh vodr that contaim af Llessl onc wholly domesie conimunication that 1 neither

W, feam, nor about a tarpeted selector,™ and tens of thousands of comemnications ol e

A Aw nel whoes, NSATs upsirenm collewtion alse lkely resuly in the wequisilion of lens
{eontinue], .
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concerning United States persons with no direct connection to any target, the Cowt has serious
concerns. The acquisition of such non-target communications, which are highly unlikely to have
foreign intelligence value, obviously does not by itself serve the government’s need to “obtain,
produce, and disseminate foreign intelligence information.” See 50 U.S.C. § 1801(h)(1).

The government submits, however, that the portions of MCT's that contain references o
targeted selectors are hkely to contain foreign intelligence information, and that it 18 not feasible
for WSA to limit its collection only to the relevant portion or portions of each MCT - Le., the

particular discrete communications that are Lo, rom, or about a targeted selector, The Courd

*(...continued)
of thousands of wholly domestic SCTs that contain references to targeted selectors. See su
res 33-34 & note 33 (discussing the limits

Although the collection of wholly
domestic “about™ SCTs is troubling, they do not raise the same minimization-related concerns as
discrete, wholly domestic communications that are neither to, from, nor aboul targeied selectors,
or as discrete communications of or concerning United States persons with no direct connection
to any target, cither of which may be contained within MCTs. The Court has effectively
concluded that certain commumications comtaining a reference to a targeted selector are
reasonably likely to contain foreign intelligence information, including communications between
non-target accounts that contain the name of the targeted facility in the body of the message. See
Docket Mo, 07-449, May 31, 2007 Primary Order at 12 {finding probable cause to believe that
certain “about™ communications were “themselves being sent and/or received by one of the
tarpeted foreign powers™). Insofar as the discrete, wholly domestic “about™ communications at
issue here are communications between non-target accounts that contain the name of the targeted
facility, the same conclusion applies to them. Accordingly, in the language of FISA’s definition
of minimization procedures, the acquisition of wholly domestic communications about largeted
selectors will generally be “consistent with the need of the United States to obtain, produce, and
disseminate forcipn intelligence information.” Sgg 50 1U.S.C. 1801{(h)(1). Nevertheless, the
Court understands that in the event NSA identifies a discrete, wholly domestic “about™
communication in its databases, the communication will be destroved upon recognition. See
NSA Minimization Procedures § 5.
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accepts the government’s assertion that the collection of MCTs yields valuable foreign
intelligence information that by its nature cannot be acquired except through upstream collection.
See Sepl. 7, 2011 Hearing Tr. at 69-70, 74, For purposes of this discussion, the Court further
accepts the povernment’s assertion that it is not feazsible for NSA to avoid the collection of MCTs
as pari of its upstream collection or to limit its collection only to the specific portion or portions
of each transaction that contains the targeted selector. See id, at 48-50; June 1 Submission at
273 The Court therefore concludes that NSA's minimization procedures are, given the current
gtate of NSA's technical capahility, reasonably dthigm:d to minimize the acquisition of
nonpublicly available information concerning unconsenting United States persons consistent with
the need of the United States to obtain, produce, and disseminate foreign intelligence

information.

In any event, it is incumbent upon NSA to continue working to enhance its capability to
limit acquisitions only to targeted communications.
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The: pringipal prollom willy the mevement’s proposed bandling of BMCTs relates to what
will oceuw, and what will ot occur, Talliwing aegaisiion, As poded above, De N34
mindimaization proceduees menceally reguice that "[a)s a eommunication 1s reviewed, MY A
aoalvsliz) will dererming whether i€ ix 1 Jdomestic or Dorcign communication to, from, ot about a
tarpet and is reasonably helieved to contain foreien intellipence information or evidencs ol a
erime,” e N8A Minimivalion Procedures § 3040, so that it can be promptly afforded the
appropriate tecatment under the procedures. 'The megsures prapnsed by the govemmment Lo
BLCTs, however, lutpely dispense with the requirement of proapt disposition apon initial eview
iy an analyat. Mather than atiempting o fdemily and sepregaie inlormation “nol relevant to the
quiherizcd popose of the acquisition™ or to destrey such dormation peomptly fillosing
aeuisition, MYA"s proposed handling o) MUTs 1ends 1o maxindee the retendion ol such
informalion, inclhuidimg information of or concerning Lnited States persans with oo direel,
comres: on to sy fargct, Sec id, § 31001,

The proposed measutes [Dens almost exelugively o Qs discrele communicalions within
MCTs that aalysts decide, affcr revicw, that they wish to use. Hec Aag, 30 Sobmission g 8-10
Ancanolys, g not ahligawed fo do o anyibang wich ofher potiions ol the MO, meluding soy wholly
dereshe diserefe cormnunications that ave not immediately reenprized as such, and
cornmunications ol or poncerniog Unijed Siates persons (hat have oo dirgel conneclion (o the

)

facpciod seleclurn, see idasy Sept, 7, 2011 Hearoog Tr, at 61, I, after reviewing the contents of an
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erlire MOT, the analvst desidas that be or she does nol, wish to wse any discrete communication
cnntained therein, the analyst is not obligated lo do anythiog weless 1l 18 nnmediately appacent e
him or Lot that 1he MOT conlains g wholly damestic comemmication {in which case the entire
MCT is deleted). See Aup. 10 Subrnissicn at 8-10.

Excepl in the case ol (hose tosognizod as conlaning 91 Jeast one wholly donestic
comumucication, MOTs that have been revicwed hy analysts remain available o other analvats in
NEA*s repusilorivy withoul siy marking (o idelily e as MOTs, See u,; Sepl, 72011
Hlegring 1. at 61, Noewill M5 be marked to identify them as contaming dizcrele
communivallomns Lo or lrom Toited Slates porsons bul nol (o or [rom o lrgeled seloetor, or Lo
nuchieale That fhey contain Linies) Slares person imfarmedion. See Aug. 30 Submisson ol 8-
Sept. 7, 2011 Hearing Tt at 01, All MCTs execpt these idenlilisd qs contaiving onc of more
wholly domesie comomuynicativog will be retnined Tor g manimam of five vegrs, The net elfec, is
that thinysands of wholly domestic communicarions {those that are never reviewed and thosc that

are not recoprmized by analvats as beinp wholly dernestic), and thoussms ol olber disercic

*F The gavernment’s submissions make ¢lear that, in many cascs, it witl be difficult for
analyals 10 determine whether a disercte sormmmication contained within an MOT is 2 wholly
domestic commmunication. NSAs recenl manual revicw of a six-monih eprescnlalive sumple ol
its upstroum colleciion Jemonsivales how challengiog i1 can be for MSA 1o recopniee wholly
demgsiie cortenynicalioma, even when the apency™s full alention and cffort are «lirecied at the
195k, See zencrally Aup. 16 and Ang, 20 Submissions. [t is doobliul thal akalysts whesc
artention and offort are focused on idenlilving wnd analveing Dreien iolellipomes information will
ho any mre sucesssul in ideniling wholly domestic communications. Ieleed, eych vear the
povernohl, tali fies the Coyre of numetous camplianes incidents invalving aood-faith mistakes
and ormisgions by NEA porsonmel who woul with the Scetion 702 colleetion.
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coenrmineal iond thal gre nal W or Dom s langeted scleclor bul thal are 1o, from, or conecming 4
Lnifed Stales person, will [ retaincd by WEA for at [east five vears, despite 1he fact {hal, {hey
have oer citect connection 10 g lareebed seleeter und, therelone, ure unlikely to conlain forciym
intellipence information.

Il appears al BWEA could do substantially mors to minimize the retenting of
information eoncerning L Inited Stgles peesans that is unrelaed 10 the loreien mlelipenus purpuse
ul'1ts upsiream collecfion, The gevernment has not, for instanes, domenateated why it would not
be feasible to limit access to apstesam aequisifions G g smaller geoup o spevially-mined
snalvsls who could develop capertise n dentifying and senttinizing MO 15 for whally domestje
comimunicaticens ancd ovher diserete commuien o of or coneerning Lniled Slatcs persons,
Altemalively, 1 13 uneleay wly an analvst working within the framowearls proposed B ihe
poverntnen, should nol be reguired, albor Wenfilying an MCT, 1o apply Scotion 3{bd) af the
NEA minimization procedures to eqeh diserete comomunicalion within the (ransaclon. /s noted
dhove, Soctlon 3{b(4) states that “[a]s a compunication is reviewed, KR A analysifs) will
detenmine whelhier 1€ i3 o Jumweslic or foreign comnmovealion Lo, fom, or about a target and is
teasonably belicved to coutain foreipn intetlipence information or evidence ul' g critme,™ NS4
Sanitmizgtion Provedyres & 300004, 11 the MOT cenloins inlamation “ol™ or “conceming™ a
Tnited States porson within the meaning of Sections (2410 and (23¢) of the KS3A minimization
procedizres, il 45 unclear why the analvst ghogled pot Be reguineld fo mark i Lo wdenly 1 as soch,

At a minimom, it seems thet the eotive MCT could be marked as sn MCT. Such markings would
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alert elher WSA personnel whe might cncountce the MCT to talie care in reviewing it, thus
redacing che risle of 2iror Lhal seems 10 he inherent in (he mesureg proposed by the govemment,
whieh are applicd by cach analyst, acting alonc and without the koncfit of his or her colleasnes’
privt ellone™ Anather palentislly helpdal siep mizhl be 10 adopt & shorter retention perind for
MCTs and nnreviewed wpstream cammuenications so 1hal, such infoemation “aues 17 und 1s
delewsd from NSA s reposilones o less (han ive years,

This discussion is ot ineended to proweicde a checllist of changes thal, il macle, would
necessanly bring NSA's minimization procedures into compliones with the stamite. Indeed, i
may be that some of these measgres are improcticahle, st 10 touy be thal Dere sre cther plavsible
{puerhaps vven beller) stops that condd be faken that are nof mentioned here. Hut bv not fiully
explaring such options, the governemen hag Liled 1o dermonstrue thet 11 hos sleuck & ressonalle
balanee hetween its foreign intellipence needs and the requirement that information concerming
Lmited States persons boe protevied, Tnder the circomatances, the Courl i3 unable to find thae, a3
applied 10 MO g inhe mamwer proposed b the woverument, NSA% mwinimizalion procedurcs
are “reasanahly designed in light of the purpose and technigque of the particalar sueveillance 1

mitnmige (he . relention ol noopublicly availuble inlomaion coneeming weonscnting

* The government recontly sckoowledged that Pi0s ety elesr that it wouald be better™ if
3A used such matkings tul thal [ be Gasthilivy ol doiog chat |bad fnl vl been| sssessed.”
Sepl. 7,200 Hearing 1. al, 6.
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United States persons consistent with the need of the United States to oblmn, produce, and
disseminate foreign intellizence information,™” See 50 UL5.C. §8 1801(h)(1) & 1821 {4 A).
i, Lissemtination

The Court next turns to dissemination. At the outset, it must be noted that FISA imposes
a stricter standard for dissemination than for acquisition or retention. While the statute requires
procedures that are reasonahly designed to “minimize™ the acquisition and retention of
information conceming United States persons consistent with the need of the United States to
obtain, produce, and disseminate foreign intelligence information, the procedures must be
reasongbly designed to “prohibit” the dissemination of information concerning United States

persons consistent with that need. See 50 ULS.C. § 1801(h)(1) (emphasis added).

T NSA's minimization procedures contain two provisions that stale, in part, that “[t]he
communications that may be retained [by N8A] include electronic communications acquired
because of limitations

. The government further represented that it “hald] not seen™ such a
circumstance in collection under the Protect Ameriea Act (“PAA™), which was the predecessor to
Section 702. [d. at 29, 30, And although NSA apparently was acquiring Internet transactions
under the PA A, the govermment made no mention of such acquisitions in connection with these
provisions of the minimization procedures (or otherwise). Se¢ id, at 27-31. Accordingly, the
Court does not read this language as purporting to justify the procedures proposed by the
government for MCTs, In any event, such a reading would, for the reasons stated, be
inconsistent with the statutory requirements for minimization.
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A the Couet undecstancds i1, ng Vodled Stales-person-identiFing nlomation contamed in
any MCT will be disscrupated except in accordanee with the pencra] requirements of NEAs
troinueation procedures Tar “loreiyn communicn ions™ "ol or voneerning Unile] Statcs porsons”
that are discwsscd abowe. Specifically, “|a] report based on communications ol or concerhing a
Umiled Slales porsont nuay be disseminsied™ only “ e slentity ol Qw United Statcs porson is
celeted and a pareric term oo aymbal 15 sabaiumed soochat che informaations vannol reosomuably be
connceted wilh an klenlihable Toited States person™ WsA Mininuzalion 1"roceduras & #ib). A
repot! inehiubing the identice o he Unile] Saes person may be provide] 1o o “reeiplenl mguiing
the identity ol such persen [or the perfermance of official dutics,™ but only if at least ane of gisht
requiremens 18 gl mel — Toe nstanee, 105 he klentiy o the Umied Siaies pommon 1s neeessary 1o
understand foreipn intellipence mformation or assess its importanee.” Jd.™

This Brmtaticn vn the dzsenination of Toites] Slakes-poon-klentifving informstion iz
helpful. Hur the pertinent portion of FISA s definition of minimization procedures applies not
merely to intormation thal idenhilies Unrted Stales persooes, bl nere beoadly to the
dizseminalion of “ihlrmelion conceming woeonseting United Slales porsons,™ 54150, §

1801 {hi{ 1) (cmphasiz added).™ The govermuent has proposcd soveral additional restrictions that

- Alboneh Section 60 used Lhe term “repor,” the Conrt undersiamsls 1 e apply 1w the
disgemingtion of Tonited States-person-identifring infoemation in any form.

- another provigsion ol the delinftion al’ minimization procedures bars the disserningtion
of inlbrmation {other than certain forms of forcizn intelligence aformation] *in a manner that
{eontivmed. )
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Wil have the effect of limiting the dissermimartion of “nenpablicly available inloTnaliion
coneering uneonseniing Uniled Slates porsons consistent with the need of the United States to
dizseminate loreeen intellipence information,”™ Id, iral. as nafed abaws, Lhe govermumunl will
destroy MCTs that are recogized by analvsts as containing one or moee discrels whollv
clomestic corpnumpations, Sevond, e rovermnment has asserled (hat NSA will not vse oy
dizcrocte commmunication within an M that iz determined 6y be tooor Teom g Ulniied Siales
Petson bl ool b ltom, or aboul g largeled selevtor, cxecpt when neccssary to protect agarnat an
immncdiate threat to homan life. See Aup. M Submission at 90 'The Coart yndersiaonds (his (o
mesan, smony alber thioes, thal oe mlomien [fon such a commumvation will be disseminated
1 any form unless NSA detetimines it is neceszary o serve this specitic purpesy, Thind, the
gavermreal bas represenled that whenover 1t is unable to confirm that at least one party 10 a
discrele communication comlmnel iooan ST 75 locale] owside e Uniled Siates, 1t will oot nac
Ay information contained m the discrete conununication. See Sept. 7, 2007 Hearmng Tt af 32,
The Coutl wnderstends Uy limuitation Lo moean thal no mfonnation from such a discrete
cororoumica lien wall be dissenmuied by NSA (o any fono.,

Communications as to which a Loniocd States person or a person inaide te Unied Suies

*{eontinued)
et lies any Uniled Stales person,” execpt when the person's wentity 1s necessary to underscand
Lereign inlelligenes nulormualion or 0 assess s importaney, sec 50 U8, 5§ TE01(h2),
TRZ Ay, Conpresa™s uee of the digiinet meditying erms “coneerning™ and “Ienlifving” n
w0 adjacent and closely-related provisions was presomably intended to have meaning. Bes, e
Fusscllo v, Thuiled Sfatcs, 464 L& 16, 23 (1983).
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13 4 parly ore mwre hkely ihon other comeawaealions 1o confaw mlomalion concerning Unitcd
Mtates persnns. And when such a communicafion is ngither to, Trom, nor aboot o largeted Taeility,
11 13 ghldy walikely Uual Que “need ol dw Thniled Slates e disscrmpale loreim inteldlipence
inlerrnglion™ would be servedl by 1he dissemdneion af United States-person infurmation
contatned therein, Henee, taken together, these measuees will tond o prohibit the dissemination
ol inlorramion concermng uneonsenlioe Vmled Stales persons when there 1s no foreipme
imteligenee need to do =0, O course, the risk remains that information concerning | niled
Sules persons will ao ke recoenized by WS4 despite the peod-Laith applivation of the measwes
it proposes. But the Cowrt cannot say that the izl is so great that it undermines the
roagonbleness of the measures proposad by MSA wilh rospect o the dissemination of

infirmation concerning nited Staes persons.™ Aceordimgly, the Cowr. coneliedes that NSA™s

 anothor messurs thal, on balaove, is likely 1o o igate somewhal the risk that
inlormation concetming United Sies persons will e disscminnted 10 e shsencee of a forcign-
mlellgenes nowd 13 Qw ecenllyv-proposed prolibition o romeing quenies of the Section 702
wpstrentn collection vaing Lnited Stules-person identilers, See Awg. Wb Subnyission at 10-11
Tor b aare, any query, inchiding a guery based on non-1nited Ntates-person in lommalion, could
vicld Tioited States-person information. Nevertheless, it stands to reason that gueries based on
rormation convaniyg Loited Slalvs persons aoe al least somewhnt mwore Likely than othey
e o vield Dnited Stags-person inlomomgen, Insolar o8 mfosmalion eoneaning Toiiaed
Suares persans is not made available e analyats, it cannot be dissemunated. {H conrze, 1this
guerying restriction docs not address the wetention problen that is discussed abkove.

*Uin reaching this conelysion regarding the risk that information concerming | nie
States porsons might be mistakonly dissanioated, the Cowrt 1z mindfl at by taking additional
sleps to minimues the retenbion ol such inkamalion, NSA woulid also be reducing the Lkelilood
Mt 16 roigh, be disserninated when the pevernment has no toreion intellipence neel (o Jor s
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minimization procedures are reasonably designed to “prohibil the dissemination]] of nonpublicly
available information concerning unconscenting United States persons consistent with the need of
the United States to . . . disseminate foreign intellipence information.” See 50 U.S.C.
§ 1801 (hy(1)."

4, WNSA'S Targeting and Minimization Procedurcs Do Not, as

Applied to Upstream Collection that Includes MCTs, Satisfy the
Reguirements of the Fourth Amendment

The final question for the Court is whether the targeting and minimization procedures are,
as applied to upstream collection that includes MCTs, consistent with the Fourth Amendment.
See 50 U.S.C. § 1881a(i)}(3)(AHB). The Fourth Amendment provides:

The right of the people to be secure in their persons, houses, papers, and

cffects, against unreasonable scarches and scizures, shall not be violated, and no

Warrants shall issue, but upon probable cause, supported by Oath or affirmation,

and particularly deseribing the place to be searched, and the persons or things to

be selzed,

The Court has assumed in the prior Section 702 Dockets that at least in some
circumstances, account holders have a reasonable expectation of privacy in electronic

communications, and hence that the acquisition of such communications can result in a “search™

or “seizure™ within the meaning of the Fourth Amendment. See, e.g., Docket N, _

I 1 covernment accepls the proposition that the acquisition of

# The Court further concludes that the NSA minimization procedures, as the government
proposes to apply them to MCTs, satisfy the requirements of 30 ULS.C. §§ 1801{h}2}-{3} and
IB2I{4¥B)-(C). Sece supra, note 39 (discussing 30 U.8.C. &§ 1801(h)}(2) & 1821{4)(B)). The
requirements of 50 ULS.C. §§ 1801{h){(4) and 1821{4)(I}} are inapplicable here.
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electronic communications can result in a “search™ or “seizure” under the Fourth Amendment.
See Sept. 7, 2011 Hearing Tr. at 66. Indeed, the government has acknowledged in prior Section
702 matters that the acquisition of communications from facilities used by Umited States persons
located outside the United States “must be in conformity with the Fourth Amendment.” Docket
of the acquisition of commumications from facilities used by United States persons and others

within the United States, See United States v, Verdupo-Urgquidez, 494 1.5, 259, 271 (1990)

(recognizing that “aliens receive constitutional protections when they have come within the
territory of the United States and developed substantial connections with this country™).
. The Warramt Requirement

The Court has previously concluded that the acquisition of foreign intelligencs
information pursuant to Section 702 falls within the “foreign intelligence exception™ to the
warrant requirement of the Fourth Amendment. See Docket No. _
I (- oovemment's recent revelations regarding NSA's acquisition of MCTs
do not alter that conclusion. To be sure, the Court now understands that, ag a result of the
transactional nature of the upstream collection, NSA acquires a substantially larger number of
communications of or concerning United States persons and persons inside the United States

than previously understood. Nevertheless, the collection as a whole is still directed n[-

I ondlucted for the purpose of national seeurity — a
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purpese waing “well hesond any ganten-vamewy law enloteement objective,’™ Sew WL (queting,

In re Dircotives, Docket lo, D8-01, Opinion at 140 (FISA Ct Bev, Auwg, 22, 2008) (hercnatter

“Tn e Directives™.% Furlhicr, it remeains true that the vallewtion is underluken in circomstanes:

wn which there is a “hogh degres o peobahilig that reginicine a warran, weoull binder the
povcnnnenl s abiily te collect time-sensilive mlmnation s, s, woold impede the vital

naficinyl security inferests (hat are at stakee.™ L. a1, 36 (quoting Inee Direciives u, 18).

Aecordingly. the povermment's revelation that NSA acquives MCTs us pat of its Scetion T2
upziream collection does not disturb the Coget™s prior conelusion that the povermeenl 35 o
required to obtain & warrant before conducting sequisitions under NSAs targeting and
findtnizgtion procediyres.
a. Rearonableness

The question (hepelurs boeomes whether, Tubing inlo acconml MSA s yoquisilion aml
[rropased bandling of MOT's, the agency’s tarpeting and minimization procedires are reasonable
under the Fourth Amendnient. As the Forelm Intellipenee Surveitlance Cowrt of Revicw (“Cowrt
ol Beview™) hag explaimel, o courl assessing ressotiablencss 1o 1his contex st consiler e
namre of the revernment intrssion aod bow the povernmment imbusion 15 impletmented. The morc

imporlan, the sowernment’s inlgrest, the preater the introzion that may be constitutionnlly

B A redactedd, de-classificd version of the opinton in In e Dipgslives is published a1 351
F.2d L, The gitalions henein ane G the untedncted, clagsilisl sversion ol e epinien.
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tolerated.™ In re Directives at 19-20 {citations omitted), guoted in Docket N'I:r_

S 7' cout must thercfore

balance the interests af stake. If the protections that are in place for individual
privacy interests are sufficient in light of the government interest at stake, the
constitutional scales will tilt in favor of upholding the government’s actions. If,
however, those protections are insufficient to alleviate the risks of government
ervor and abuse, the scales will tip toward a finding of unconstitutionality,

Id, at 20 (citations omitted), guoted in Docket N{r_-
[n conducting this balancing, the Court must consider the “totality of the circumstances.” [d, at
19, Given the all-encompassing nature of Fourth Amendment reasonableness review, the
targeting and minimization procedures are most appropriately considered collectively, See
Docket No. _ (following the same approach).™

The Court has previously recognized that the government's national security interest in
conducting acquisitions pursuant to Section 702 **is of the highest order of magnitude.”™ Docket
No. [ cvotic [ e Diccstives at 20). The Court has
further accepted the povernment’s representations that NSA’s upstream collection 15 " 'uniquely

eapable of acquiring cerlain types of targeted communications containing valuable foreign

mtelligence information.™ Docket N u:n-_ (quoting

# Repsonableness review under the Fourth Amendment is broader than the statutory
assessment previously addressed, which is necessarily limited by the terms of the pertinent
provisions of FISA.
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government filing). There is no reason 1o believe that the collection of MCTs results in the

acquisition of less foreign intelligence information than the Court previously understood.

Mevertheless, it must be noted thet NSA's upstream collection makes up only a very
small fraction of the agency's total collection pursuant o Section 702, As explained above, the
collection of telephone communications under Section 702 is not implicated at all by the
povernment's recent disclosures reparding NSA's acquisition of MCTs, Nor do those disclosures
affect NSA's collection of Internet communications directly from Internet service pruvlders-
—, which accounts for approximately 91% of the Infernet
communications acquired by NSA each year under Section 702, See Aug. 16 Submission at
Appendix A. And the government recently advised that NSA now has the capability, at the time
of acquisition, to identify approximately 40% of its upstream collection as constituting discrete
communicalions (non-MCTs) that are 1o, from, or about a (argeted selector, Seejd. at | n.2.
Accordingly, only approximately 5.4% (40% of 9%%) of NSA's aggregate collection of Internet
communications (and an éven smaller portion of the total collection) under Section 702 is at
issue here. The national security interest at stake must be assessed bearing these numbers in
mind.

The government's recent disclosures regarding the acquisition of MCTs most directly
affiect the privacy side of the Fourth Amendment balance. The Court’s prior approvals of the
targeting and minimization procedures rested on its conclusion that the procedures “reasomably

confine acquisitions to targets who are non-U.,8, persons outside the United States,” who thus
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“are not protected by the Fourth Amendment.” Docket Nu_

B The Court's approvals also rested upon the understanding that acquisitions under the
procedures “will imtrude on interests protected by the Fourth Amendment only to the extent that
(1) despite the operation of the targeting procedures, ULS. persons, or persons actually in the
United States, are mistakenly targeted; or (2) U8, persons, of persons located in the United
States, are parties to communications to or from tasked selectors (or, in certain circumstances,
communications that contain a reference to a tasked selecier).” Id. at 38, But NSA’s acquisition
of MCTs substantially broadens the circumstances in which Fourth Amendment-protected
intercsts are intraded upon by NSA"s Section 702 collection. Until now, the Court has not
considered these acquisitions in its Fourth Amendment analysis.

Both in terms of its size and it nature, the intrusion resulting from NSA's acquisition of
MCTs is substantial. The Court now understands that each year, NSA’s upstream collection
likely results in the sequisition of roughly two to ten thousand diserete wholly domestic
communications that are neither to, from, nor about a tarpeted selector, as well as tens of
thousands of other communieations that are 1o or from a United States person or & person in the

United States but that are neither to, from, nor about a targeted selector.™ In arguing that NSA's

“ As discussed earlier, NS A also likely acquires tens of thousands of discrete, wholly
domestic communications that are “sbout” a targeted facility, Because these communications are
reasonably likely to contain foreign intelligence information and thus, generally speaking, serve
the govermment’s foreign intelligence needs, they do not present the same Fourth Amendment
concems as the non-target commmications discussed here, See supra, note 53.
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targeting and minimization procedures satisfy the Fourth Amendment notwithstanding the

acquisition of MCTs, the government stresses that the number of protected communications
acquired is relatively small in comparison to the total number of Internet communications
obtained by NSA through its upstream collection. That is true enough, given the enormous
volume of Intemet transactions acquired by NSA through its upstream collection (approximately
26.5 million annually). Bul the number is small only in that relative sense, The Court recognizes
that the ratio of non-target, Fourth Amendment-protected communications 1o the total number of
communications must be considered in the Fourth Amendment balancing. But in conducting a
review under the Constitution that reguires consideration of the totality of the circumstances, see
I re Directives at 19, the Courd must also take into account the absolute number of non-target,
protected communications that are acquired. In absolute terms, tens of thousands of non-target,
protected communicationg annually 18 & very large number.

The nature of the infrusion at issue is also an important consideration in the Fourth
Amendment balancing, See, e.g., Board of Educ. v. Earlg, 536 U8, 822, 832 (2002); Yemonia

Sch. Dist, 470 v, Acton, 515 U.S. 646, 659 (1995). At issue here are the personal ||| |  GN

communications of LS. persons and persons in the United States. A person’s “papers” are

among the four items that are specifically listed in the Fourth Amendment as subject 1o

protection against unreasonable search and seizure. Whether they are transmitied by letier,

oy args
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telephnne or ecmail, o person’s private communicativng are pkin to peesonal papers, ndewd, the
Supreny Cowet has held that the pativs Lo lelephone eommmmuoae: licrs and the scoders @nd
reciprients of written comnnonicalions pensrally bave o reysonohle expectativn ol privacy in the

gontents of thowe scommunications. Scg Katz, 389 114, at 352 Tinited States v, Loanigend States

By, Ot gKeithy, 407 LLS, 207, 313 (1972): Unived Slales v, Jucubsen, 466 TS, 109, 114 (1984).
The mbmasion reswlting from the intcreeption of the contents of electronic commumcalinns is,
pencrdly speuking. oo less substan il ®

T he pevernment stresses 1hat the non-1arge! coramnunicalinng of oneen: here Gliseool:
wholly domuslic conmnuucdiions and other diserete commmmuueations to or from a L nited States
[erson o a persan in the United Sates thal aee neather 1o, feein, ner abogl o argeled seloctor) oo
aequircd incidentally rathot than parposefully. See June 2% Submission at 13-14. Insofar as
WBA avyuires entire MOTy beeause 1L Jacks the lechnics] meuns (0 lmil collection only to the
disceate portion or portians ol egch MOY that comain 4 relerence to the targes] selector, he
Courl 15 salislicd Lhat is the case. Rul as the povermment correetly recoanizes, the acquaition of

noq-lurget imdomalion 1s nol necessarly reasonable under the Fourlh Amendencat simply

0] g, ol every inlereeplion by the pevenument ol y personal commeanication
rextlos in o "search™ o teizgee™ within the meaning ol 1he Fomib Amendment. Whether o
particular infrosinn constihites o search o seivure depends on the specific tacts and
clrenmstatess myalved.
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because its collection is incidental to the purpose of the search or surveillance. Sge id. at 14,
There surely are circumstances in which incidental intrusions can be so substantial as to render a
search or seizure unreasonable, To use an extreme example, if the only way for the government
to obtain communications to or from a particular tnrg-.:r::d_ required also acquiring
all communications to or from every other ||| . s:ch collection would certainly raise
very serious Fourth Amendment concems,

Here, the quantity and nature of the information that is “incidentally” collected
distinguishes thiz matter from the prior instances in which this Court and the Courl of Review
have considered incidental acquisitions. As explained above, the quantity of incidentally-
acquired, non-target, protecied communications being acquired by NSA through its upstream
collection iz, in absolute terms, very large, and the resulting intrusion ig, in each instance,
likewise very substantial. And with regaed 1o the nature of the acquisition, the government
acknowledged in a prior Section 702 docket that the term “incidental interception” is “most
commonly understood 1o refer 1o an intercepied communication between a target using a facility
subject to surveillance and a third party using a facility not subject to surveillance,” Docket Nos.
I s i e sortof
acquisition that the Courl of Review was addressing in In re Directives when it stated that

“incidental collections ocourring as a result of constitutionally permissible acquisitions do not
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retilut those acquisitions nnbeadiol” In e Pirectives at 20, But here, by contrast, the meidental

gequisitions ol coneer are nol diveel eomnmumesation: bolween a non-larget thind purty and the
user of the tavpeted facility. Mor gre they the comamanications of non-targets that vefer dircetly to
a targeted scleclor, Rather, the comnumicalions of cencern here wee acpuired simply bovause
thay uppaar somerhers in 1he samye Banggetion ag a separgle commonicalion tha 35 1o, From, or
alwoat the turgeled fciline®

The distinction 15 sighiicanl ang impacis the Fogrth Amendment batapeing, A discrete

commnicution a3 o which the nscr of the tarpeted facility is 4 oy o i which the tareeted

B The Court of Review ploinly limited its holding regarding incidental eoltaction to the
facts before 1t Scc In re |dreetives ot 30 (O these facts, 1neidentally collected commuonications
of non-targeled Uniked States persons do nwol violste the Foorth Amendment,™) {emphasis added),
The dispute 1o [ re Dol ves volved the aeyuisition by 288 of diseree (wlom
caommwnisalivns from an lofernel Service Provider, nol NEA s upstream colleion ol Tnlerne),
ransuslions. Acencdinzly, the Coont of Review bad no oecasion to consider N3A%s gequisition
of MO {or even *about™ comemunications, for that matter). Ferthevmore, the Court of Review
ferted that “[tThe goveroment assures us that it docs net mamiuin 4 dalabase of incidentally
enllected information from non-targcted United States persons, and there i3 no evidence to the
contrary.” ld. Here, bowever, the govenenenl proposes measures Lhal will allow WEA 10 relam
non-targel United Stales porson inboermation i iy daabuses for nl leas v vears,

The 'T'itle 11 cages ciie] by 1he government (see June 28 Submission g 14-15) are
lilewize dlistinguishable. Abrabam v, County of Greenville, 237 F.3d 386, 397 (d4th Cir 20077,
did not Invelve incidental overhears sl all. The wthers mvolved alleeedly non-pertinent
connaenivalions e of fom e faeiliies lor whidy worelap achocization had been gramed, miher
Musm werrnrranicadions 1w oe from non-tarzeted facilities. See Scott v, United Miages, 436G LS.
128, 130-31 {1978), L'nited States v. MeKinnon, 721 F.2d 19, 23 (1s0 Cir, 19830, and Cndted
Stabes v, Dowlittle, 507 F.2d 1368, 1371wl d on bane, 508 172 500 (0l Cir, 1975,
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facility is mentioned is much more likely 1o contain foreign intelligence information than is a
separate communication that is acquired simply because it happens to be within the same
transaction as a communication involving a targeted facility. Hence, the national security need
for acquiring, retaining, and disseminating the former category of communications is greater than
the justification for acquiring, retaining, and disseminating the latter form of communication.

The Court of Review and this Court have recognized that the procedures govemning
retention, use, and dissemination bear on the reasonablensss under the Fourth Amendment of a
program for collecting foreign intelligence information. See In re Directives al 29-30; Docket

Nﬂ._ As explained in the discussion of NSA's

minimization procedures above, the measures proposed by NSA for handling MCTs tend to

maximize, rather than minimize, the retention of non-target information, including information
of or concerning United States persons. Instead of requining the prompt review and proper
disposition of non-targel information (to the extent it is feasible to do so), NSA™s proposed
measures focus almost exclusively on those portions of an MCT that &n analyst decides, after
review, that he or she wishes to use, An analyst is nof required 1o determine whether other
portions of the MCT constitute discrete communications to or from a United States person or a
person in the United States, or contain information concerning a United States person or person

inside the United States, or, having made such a determination, to do anything about it, Only
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thiwe BACTL S that are immeadiplely recopmized s conlaining 2 wholly domesie diserete
cormrmivilion g prged, wlule other MOCTs remadn in WSA s repositories for five gr mare
yeurs, Wilhout being marked ps MC T, ®or iU an MOT vontaing 9 diserele communication o, or
other infonmation concetning, 2 United States person or person in the Lnied Setes, 1 e M0
muutked a% such, Acvordingly, cach wudyst who relneves an MOT and wishes to use a portion
therenf is loft to apply the proposed minimization megsurey alone, from heginning Lo emd, and
without the bunefit ol his collenmics” priot ovicw and analysiz, Given the limited review of
M8 Lhat is requiced, and the difliculty of the 1ask ol idenifving profected inlomalion wilhin
an MCT, 1he govermonan!’s proposed messorcs sccm to cohanes, talher than reduce, the risk of
aerar, rvarretention, and dissemination of noo-1arge i looootion, ineluding information
protectod by (e Fourth Amendiment.

In s, NS A eolleciion o MO s resulls n the acquizilion of & very large nuoober of
Fourth Amendnicot-protected commutications that have na direct connaciinn 1o any larpeied
Lacility aee] (hus de nol seree the nalional seomaty noeds underlving the Seetion 72 collection as
A whole, Rather than allempling w idenaly and scureeale the noo-laoeel, Fourth-Amendient
protected mfoamestion prompthy following acquisition, N8 A%s proposed harsdling ol 3009 ey
Lo mmaximice 1he reteniion ol such inlormwiion and henee (o ethuanee the tisk that it will be used

and disseminatcd. Tnder the totality ol the circumstances, then, the Cowt is unahle 1o find tha,

Fage TR


hudsjen
Line

hudsjen
Line


B L e e s T
the government's proposed application of NSA s targeting and minimization procedures to

MOCTs is consistent with the requirements of the Fourth Amendment. The Court does not
foreclose the possibility that the government might be able to tailor the scope of NSA's upsiream
collection, or adopt more stringent post-acquisition safeguards, in a manner that would satisfy the

reasonableness requirement of the Fourth Amendment.*®

V. CONCLUSION

For the forepoing reasons, the povernment's requests for approval of the certifications
and procedures contained in the April 2011 Submissions are granted in part and denied in part.
The Court concludes that one aspect of the proposed collection — the "upstream collection™ of
Internet transactions containing multiple communications, or MCTs - is, in some respects,
deficient on statutory and constitutional grounds. Specifically, the Court finds as follows:

1. Certifications ||| | N < th: amendments to the Certifications

in the Prior 702 Dockets, contain all the required elements;

“ As the government notes, see June 1 Submission at 18-19, the Supreme Court has
“repeatedly refused 1o declare that only the *least intrusive” search practicable can be reasonable
under the Fourth Amendment.” City of Ontario v. Ouop, — U8, —, 130 5, CL 2619, 2632
(2010) {citations and internal guotation marks omitted). The foregoing discussion should not be
understood to suggest otherwise. Rather, the Court holds only that the means actually chosen by
the govermment to accomplish its Section 702 upstream collection are, with respect to MCTs,
excessively intrusive in light of the purpose of the collection as a whole.
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2. As applied to telephone communications and discrete Internet communications that
are to or from a facility tasked for collection, to non-MCT “about”™ communications falling
within thc- categories previously described by the government,™ and to MCTs as to which the
“active user” is known to be a tasked selector, the targeting and minimization procedures adopled
m gecordance with 50 ULS.C. § 188lafd)-(e) are consistent with the requirements of those
subzections and with the Fourth Amendment to the Constitution of the United States;

3. NSA’s targeting procedures, as the government proposes to implement them in
connection with the acquisition of MCTs, meet the requirements of 30 US.C. § 1881a(d);

4, NEA's minimization procedures, as the government proposes to apply them to MCTs
as 1o which the “active user™ is not known 1o be a tasked selector, do not meet the requirements
of 30 ULS.C. § 1881ae) with respect {0 retention; and

5. NSA’s tarpeting and minimization procedures, as the government proposes to apply
them to MCTs as to which the "active user™ is not known to be a tasked selector, are inconsistent

with the requirements of the Fourth Amendment.

* See Docket No. |G
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Orders approving the certifications and amendments in part are being entered
contemporaneously herewith,

ENTERED this 3rd day of October, 2011,

IS

JOHN D. BATES
Judge, United States Foreign
Intelligence Surveillanee Court

Deputy Clerk, Page &1
ns!:l“ iyt l'Ih-'Ii'd"‘:””'“l
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, ID.C.

ORDER

These matters are before the Court on: (1) the “Government's Ex Parte Submission of
Resthorization Certification and Related Procedures, Ex Parte Submission of Amended

Centifications, and Request for an Onder Approving Such Certification and Amended

Certifications™ for DNVAG T02(x) l.'_'-:::«!iﬁ-:'.atimw_ which was filed
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on April 20, 201 1; (2) the “Govermment’s Ex Parte Submission of Reauthorization Certification
and Related Procedures, Ex Parte Submizsion of Amended Certifications, and Request for an
Order Approving Such CertiBeation and Amended Certifications™ for DNIVAG T02(g)
Cerr.'tﬁ{:alinns_ which was filed on April 22, 2011; and (3)
the “Covernment's Ex Parte Submission of Reasthorization Certification and Related
Procedures, Ex Parte Submission of Amended Certifications, and Request for an Order
Approving Such Certification and Amended Certifications™ for DNIVAG T02(g) Certifications
B it e on April 22, 2011 (collcctively, the
*April 2011 Submizsions™).

Through the April 2011 Submissions, the povernment seeks approval of the sequisition of
certain telephone and Internet communicetions pursuant to Section 702 of the Foreign
Intelligence Surveillance Act (“FISA™ or the “Act™), 50 U.S.C. § 1881a, which requires judicial
review for compliance with both statutory and constitutional requirements. For the reasons set
forth in the accompanying Memorandum Opinion, the povernment's requests for approval are
granted in part and denied in part. The Count conchedes that one aspect of the proposed
collection — the “upstream collection™ of Internet transactions conteining multiple
communications, or “MCTe" = iz, in some respects, deficient on statutory and constitutions!
grounds. Specifically, the Court finds as follows:

1. DNIFAG 702(g) Ecrl:i.ﬁu:atium_ a3 well as the

amendments 1o the other certifications lisied above and containgd in the April 2011 Submissions,

e e e e e e e
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contain all the required elements;

2. As applied to telephone communications and discrete Intemet communications that
are to or from a facility tazsked for collection, to non-MCT “about™ communications falling
within the [[categories previously described by the government.' and to MCTs as 1o which the
“active user” is known o be & tasked selector, the fargeting and minimization procedures adopted
in accordance with 50 U.S.C, § 1881a(d)-(e) are consistent with the requirements of those
subsections and with the Fourth Amendment to the Constitution of the Linited States;

3. NSA's targeting procedures, as the government proposes to implement them in
conpection with the acquisition of MCTs, meet the requirements of 50 U.S.C. § 1881a(d);

4, NSA's minimization procedures, as the government proposes to apply them to MCTs
as to which the “active uger” is not known o be a tasked selector, do not meet the requirements
of 50 U.8.C. § 18B1a(¢) with respect to retention; and

5. WNSA's targeting and minimization procedures, as the government proposes to apply
them to MCT's as to which the “active user” is not known to be a tasked selector, are inconsistent
with the requirements of the Fourth Amendment.

Accordingly, pursuant o 50 U.S.C. § 1881a(D(3XB), the povernment shall, at its election:

(&) not later than 30 days from the issuance of this Order, correct the deficiencies

identified in the accompanying Memorandum Opinion; or,

' Bex Docket No, 702(1)-08-01, Sept. 4, Memoranduim Opinionat 17-18 n. 14,
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{b) cease the implementation of the Certifications insofar as they permit the acquisition of

MCTs 2s to which the "active user™ is not known (o be & tasked selector.

ENTERED this 3rd day of October, 2011,at 1. 55 £ /M Fastern Time.

HN D). BATES

Judge, United States Foreign
Intelligence Surveillance Court
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